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A low-complexity VLSI array of versatile multiplier in normal basis over GF(2") is presented. The finite field parameters can be
changed according to the user’s requirement and make the multiplier reusable in different applications. It increases the flexibility to
use the same multiplier for different applications and reduces the user’s cost. The proposed multiplier has a regular structure and
is very suitable for high speed VLSI implementation. In addition, the pipeline versatile multiplier can be modified to a low-cost
architecture which is feasible in embedded systems and restricted computing environments.
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1. INTRODUCTION

The finite fields GF(2") of characteristic 2 are of great inter-
est for cryptosystems and digital signal processing. The addi-
tion operation in GF(2") is fast and inexpensive as it can be
realized with n bitwise XOR operations. The multiplication
operation is costly in terms of gate number and time delay.
There have been three main kinds of basis representations
of the field elements in GF(2"): standard (canonical, poly-
nomial) basis, dual basis, and normal basis. Different basis
representation multipliers have their own benefits and trade-
offs. The dual basis multiplier [1] needs the least number of
gates which leads to the smallest area required for VLSI im-
plementation [2]. The normal basis multiplier, for example,
Massey-Omura multiplier [3], is very effective in performing
squaring, exponentiation, and inversion operation. The stan-
dard basis multiplier [4, 5, 6, 7] is easier to extend to high-
order finite fields than the dual or normal basis multipliers.
Most of the proposed finite field multipliers operate over
a fixed field. In other words, a new multiplier is needed if
there is a change in the field parameters such as the irre-
ducible polynomial defining the representation of the field
elements. This makes the multiplier not reusable. There are
few versatile multipliers [4, 6, 8, 9] reported and all based
on canonical basis. In this paper, we present a new VLSI ar-
ray of versatile pipeline multiplier based on the normal ba-
sis representation. In normal basis, the squaring is a cost-free

cyclic shift operation and the inversion (the most compli-
cated operation among the important finite field arithmetic
operations) can be effectively computed by Fermat’s theo-
rem which requires recursive squaring and multiplication
[10, 11]. Three main advantages accrue from the proposed
pipelined versatile multiplier. First, the finite field parameters
can be changed according to the application environments. It
increases the flexibility to use the same multiplier for differ-
ent applications. Secondly, the structure of the multiplier can
be easily extended to higher-order finite fields. Thirdly, the
basic architecture of the proposed multiplier can be modi-
fied to a low-cost multiplier which is very suitable for both
embedded systems and wireless devices with restricted hard-
ware resources. Moreover, the structure of the multiplier has
the properties of modularity, simplicity, regular interconnec-
tion, and is easy for VLSI implementation. The proposed ver-
satile multiplier can be efficiently used in public-key cryp-
tosystems, such as elliptic curve cryptography; and the dig-
ital signal processing, for example, the Reed-Solomon en-
coder/decoder.

The outline of the remainder of the paper is as follows.
In Section 2, we briefly review the normal basis representa-
tion and Massey-Omura multiplier. Section 3 contains the
derivation of the pipeline versatile normal basis multiplier in
GF(2") and comparison with previous works. Section 4 con-
cludes with the improved result and a description of areas of
applications.
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2. MULTIPLICATION ON GF(2")

It has been proved that there always exists a normal basis [12]
for a given finite field GF(2") which is the form of

N=1{gpF . (1)

where f3 is a root of the irreducible polynomial P(x) of degree
n over GF(2) and n elements of the set are linearly indepen-
dent.

We say that § generates the normal basis N, or 8 is a nor-
mal element of GF(2"). Every element a € GF(2") can be
represented by a = 2?;01 a;f*, where a; € {0, 1}.

The following properties [10] of a finite field GF(2") are
useful in the applications.

(1) Squaring is a linear operation, that is, given any two
elements a and b in GF(2"),

(a+b)? =a®+ b (2)
(2) For any element a € GF(2"),
a =a. (3)
(3) For any element a € GF(2"),
l=a+a+a*+---+a*". (4)
This implies that the normal basis representation of 1 is
(1,1,...,1).

(4) Squaring an element a in the normal basis represen-
tation is a cyclic shift operation, that is,

n—1 ) (5)

= (anfl’ ags ..., an—2)

with indices reduced modulo n.
Let a and b be two arbitrary elements in GF(2") in a nor-
mal basis representation and ¢ = a - b be the product of a and

b. We denote a = S aip? asavectora = (ag, ai,...,an 1),
b = S bip* as a vector b = (bg, by,..., b, 1), and ¢ =
S cif? as a vector ¢ = (co, 1, ..., cn—1), then the last term

cn—1 of ¢ is a logic function of the components of a and b,
that is,
cn-1 = f(ao, ai,...,an-1;b0, b1, ..., bu_1). (6)
Since squaring in normal representation is a cyclic shift of the
element, we have ¢? = a? - b? or equivalently
(Cnfl’ €C0>Cls-- > Cn—2)
(7)
(bu-1,b0, by, ..., by2).

= (an—l, ap, Al ... » ﬂn—z) '

Hence, the last component c,—, of ¢? can be obtained by
the same function f operating on the components of a*> and
b2. That is,

Cp—2 = f(an—b ap, Al ..., Ap-2; bn—l; b()) bl) DR bn—z)' (8)
By squaring c repeatedly, we get
Cn—-1 = f(ﬂo, ai,...,an-15bo, by, .., bn—l),
Cp—2 = f(anflx ap, Al ..., Ap-2; bnfl) bO’ bl, ) bn72)x
9)
Co = f(alx az, ..., 0an-1, 4os bl) bZ) e bnfl: bO)

Equations 9 define the Massey-Omura multiplier in nor-
mal basis representation [10]. In Massey-Omura multiplier,
the same logic function f for computing the last compo-
nent of ¢, of the product ¢ can be used to get the remain-
ing components ¢,—3,¢y—3,...,¢ of the product sequen-
tially. In parallel architecture, we can use n identical logic
function f for calculating all components of the product
simultaneously.

3. APIPELINE ARCHITECTURE FOR THE SERIAL
VERSATILE NORMAL BASIS MULTIPLIER

In this section, we derive a pipeline architecture to imple-
ment the versatile normal basis multiplier. Let ¢ be the prod-
uct of a and b,

n—1 n—1
c= Z Z aibjﬁziﬁzj. (10)

i=0 j=0

In the normal basis, we have
) ) n—1 .
BBY = Y APBY, A € GR(). (11)
k=0

Thus, we can get

n—1 n-1
Ck = Z Ag{)aib]‘, O<k<n-1. (12)
i=0 j=0

From the above analysis, we see that the important issue
for building a versatile normal basis multiplier is to get the

value of A,(;];) for different irreducible polynomials. The n x n

matrices A®) (0 < k < n — 1) whose elements is /\g}) (0 < i,
j < n—1) can be obtained if we know the transformation
between the elements of the canonical basis and the elements
of the normal basis, that is, the normal basis representation
of the elements of the canonical basis.

In the following, we define the multiplication table of the
normal basis and use the basis element transformation for-
mula to get the values of the multiplication table, and then
obtain the # X n matrices 1%, Finally, we illustrate the ap-
proach to build the versatile pipeline normal basis multiplier.
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Definition 1. Let N = {B, 8%,..., *" '} be a normal basis in
GF(2"), then forany i,j (0 <i,j <n-—1), ﬁzxﬁzj is a linear
combination of B, f2,..., B with coefficients in GF(2). In
particular,

Bl . (=T . | (13)
ﬁz;fl ﬁZ'H

where T is an n X n matrix over GF(2). We call T the multipli-
cation table of the normal basis N. The number of nonzero
entries in T is called the complexity of the normal basis N,
denoted by Cy.

There always exists the multiplication table T and the
matrix A(¥) for a given irreducible polynomial which defines
the normal basis in GF(2") [12]. After the multiplication ta-
ble T is obtained, the matrix A*) can be calculated according
to (12). An example is shown below.

Example 1. Let the irreducible polynomial be P;(x) = x> +
x*+ x> + x + 1 and B be a root of the polynomial, then
the canonical basis is {1, 8, 2, 8% B*} and the normal basis
is {B, B, 8%, 3%, B'®}. We can get the following normal basis
representation for the elements of the canonical basis:

1:ﬁ+ﬁ2+ﬁ4+ﬁ8+ﬁ16»
B=B P =P (14)
B-prf.  f =
The appendix illustrates how to obtain the normal basis
representation of 3.
Thus the element (i > 5) can be reduced to the repre-
sentation of canonical basis and converted to the correspond-

ing representation of normal basis by the base element trans-
formation formula (14). For instance,

ﬂ17 — 1_1_/32_1_/33
=1+ + (B+p°) (15)
:/516_'_/54.

Then we can get the multiplication table T for given
P;(x) which is

SO = O O =
_—_—0 O O
SO = = O

Bl B

B B (16)
ﬁz} B
‘816

The product of g and b is
c=ab
=cof+af+aft+cft+cup®
= (aof + ar1f? + axff* + a3 % + auB'°)
% (boB + by + bt + bsB® + byB'6)
= apbof® + aob1 B + apbaf’ + aobs B + agbsf’
+arbof’ + arbi Bt + a1byf® + arbs B0 + a1 byt
+ abof’ + arb1 f° + arbofb + arbs B2 + ar by
+asbof’ + asbi B0 + azbyf'? + asbs B0 + asbyfH

+ [Mboﬁ” + a4b1[318 + a4b2ﬁ20 + a4b3[324 + a4b4ﬁ32.
(17)
As S = (B2, B0 = (B5)%, & = (B°)%, B2 = (B9)2,
B2 = (B, pH = ()8, p** = B, we can easily obtain these
elements’ normal basis representation by cost-free cyclic shift
operation on the row of the multiplication table T and get

the matrix A#) which leads to the function f to compute the
coefficient of ¢4

00101
00110

A9 =111000]. (18)
01010
10000

It can be readily seen that the matrices A®) (0 < k < n—1)
are symmetric.

From the matrix A*), we can get the following logic func-
tion to compute the most significant bit of the product of ab
in GF(2°) defined on the irreducible polynomial P; (x)

4

> A aib,

i=0 j=0
= aoby + aybg + agby + asby + a1b,

Il
M =

C4

(19)

+axby + a1bs + asb; + asbs.

In the normal basis representation, the logic function
f=(ao,ai,...,an-15b0,b1,..., by—1) which is used to get the
most significant bit (c,-;) of the product can also be used to
get the remaining bits (¢y—2, ¢n-3, ..., ¢o) of the product, ex-
cept we cyclically shift the input of the function [10]. Thus,
we may choose one matrix from the matrices A¥) (0 < k <
n—1) and input the values of upper triangle of the symmetric
matrix for doing the multiplication.

A VLSI array architecture to implement the versatile
GF(2") normal basis multiplier is proposed and illustrated in
Figures 1 and 2. The basic cells in the structure are 3-input
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FiGure 1: The logic circuit of the AND gate plane in the versatile multiplier.
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FiGure 2: The architecture of the serial versatile normal basis
GF(2") multiplier.

AND gates and 2-input XOR gates. We use the 3-input
AND gates to compute a,-bjl,(f]’»_l) in the X-Y dimension,

and compute the sum of a;b jAE’TI) by a binary tree struc-
ture of 2-input XOR gates in the Z dimension. The archi-
tecture requires n? 3-input AND gates and n?> — 1 2-input
XOR gates, the time delay for generating one bit of the prod-
uct is Tanp, + 2([log, n1) Txor, where Tanp, is the time de-
lay of a 3-input AND gate and Txor is the time delay of a
2-input XOR gate. We can get all bits of the product by cycli-
cally shifting the input coefficients of a and b. As the irre-
ducible polynomial is not changed frequently as the mul-
tiplicands, we can store the elements of the matrix A"~!
in the registers once the irreducible polynomial has been
decided.

The algorithm for this multiplication can be described as
follows.
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FIGURE 3: A low-cost architecture of the serial versatile normal basis GF(2") multiplier.

Algorithm 1 (versatile normal basis multiplication in GF(2")).

Input: Coefficients of a, b, and the matrix of Aln=1)
Output: ¢ = ab.
Begin
load matrix A¢
fork=n-1to0do
begin
o =S SigaibAl Y,
cyclic shift the coefficients of a and b;
end;
End.

nfl)'

The proposed architecture can be implemented by a
pipeline structure. In the first n clock cycles, the coefficients
of a and b are fed sequentially into the buffers. In the fol-
lowing n clock cycles, we will get the result of the product
by cyclically shifting the registers which store the original co-
efficients of a and b. In the meantime, the next two multi-
plicands can be fed into the buffers during these clock cycles
and we can compute the second product immediately just af-
ter we finish the first one.

In the restricted computing environment, we can iter-
ate using one level components of the proposed multiplier
(Figure 2) to obtain a low-cost serial architecture as illus-
trated in Figure 3 to implement the same computation. It can
be described by the following algorithm.

Algorithm 2 (low-cost serial versatile normal basis multipli-
cation in GF(2")).
Input: Coefficients of a, b, and the matrix of A"*=1),

Output: ¢ = ab.
Begin
fork =n—-1to0do
begin
cg = 0;

fori=0ton—1
!t =+ 305 a,'bjAE;'_l);
cyclic shift the coefficients of a and b;
end;
End.

The low-cost versatile normal basis multiplier in GF(2")
requires n 3-input AND gates and n 2-input XOR gates. The
time delay for generating one bit of the product is n(Tanp, +
([Mog, nl + 1)Txor)-

The proposed versatile normal basis multipliers have
modular structures, regular interconnections which are suit-
able for high speed or restricted space of VLSI implemen-
tations. Table 1 lists the comparison of space and time com-
plexity between our new multipliers and previous works. The
input ports of the proposed versatile multiplier are almost
the same as the nonversatile multiplier, since the finite field
parameters can be configured into the multiplier by the input
ports of multiplicands (a and b) through a one-bit control
signal at the configuration time. The finite field parameters
do not need reconfiguration during the running time of the
multiplier, until the application environments are changed.
Thus the hardware cost can be greatly reduced compared to
the nonversatile multiplier where a new multiplier has to be
redesigned and implemented when the finite field parame-
ters are required to be changed.



Low-Complexity Versatile Finite Field Multiplier in Normal Basis 959
TasLe 1: Comparison of versatile multipliers with nonversatile multipliers in GF(2").
Multiplier Type # XOR Gates # AND Gates Time Delay
Wang-MOM [10] Nonversatile 2n—2 2n—1 n(Tanp + ([log, n1 + 1) Txor)
Li-CVM [9] (canonical basis) Versatile 2n? 2n? n(Tanp + 2Txo0R)
Prop. multiplier (Figure 2) Versatile n?—1 n? (3-input) n(Tanp; + 2[log, n1Txor)
Prop. low-cost multiplier (Figure 3) Versatile n (3-input) 7?(Tanp, + ([log, nl + 1) Txor)
Moreover, the proposed architecture in GF(2") can be As
easily expanded to the finite field of GF(22"). The one solu-
tion is to use two basic GF(2") architecture to implement the 1=BC+p+ B+ B2+ (A.5)
multiplication in GF(22") and another alternative solution is ) )
to do the GF(2?") multiplication serially by using only one Substitute (A.5) into (A.1),
basic GF(2") architecture. B = B Bt f+ B+ B4 4 B4 B e
16, 138 .
= po + B8,
4. CONCLUSION FUvp
In this paper, the architectures for finite field multiplication Substitute (A.6) into (A.4),
based on porrpal basis have.been proposed. The architf:c— BS = B+ o+
tures require simple control signals and have regular local in-
terconnections. As a consequence, they are very suitable for =B+ B0+ B8+ B2 (A.7)
VLSI implementation. The versatile property of this VLSI ar- = pl5 4 p2.
ray modular multiplier increases the application range and
the same multiplier can be applied for different application From (A.2), we get
environments, such as elliptic curve cryptosystems and Reed-
Solomon encoder/decoder. The proposed multiplier can be B =p+p+1. (A.8)
easily extended to high order of n for more security. More-
over, the structures can be modified to make fast exponen- Substitute (A.7) and (A.5) into (A.8),
tiation and inversion. Also note that we can make a low- s 6 ot ole a8 . o
cost and space efficient serial multiplier which is feasible B =p "+ +p B+ +f +p+p (A.9)

in the restricted computing environments and embedded
systems.

APPENDIX

Let the irreducible polynomial be Py(x) = x° + x* + x> +
x + 1 and let 5 be a root of the polynomial. We show the
procedures of computing the multiplication table T and the
matrix A4,

As fis a root of the P;(x),

B =p+p+B+1, (A.1)
g =pp
=+ +p+
=£4+£2+£+1ﬁ+[33+/32+[3 (A-2)
=p*+p+1
We multiply B to both sides of (A.2), and get
B =P +p+p. (A.3)
From (A.3),
B =P+ B+ (A4)

=B+ p.
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