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1 Introduction
With the continuous development of information technology, more and more sensors 
and monitoring devices are being used in various fields, such as industrial applications 
[1], aerospace [2], medicine [3], and financial transactions [4, 5]. Moreover, sensors gen-
erate large amounts of time series data in monitoring production processes [6, 7]; thus, 
the exploration and application of time series data generated in production practice have 
become an important research topic. Among them, anomaly detection has become one 
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of the main tasks of time series data mining, and observations that do not conform to 
the expected behavior in the time series data are called outliers. Time-series anomaly 
detection is critical to ensure industrial equipment’s availability, reliability, and safety 
[8]. Anomaly detection has been studied in various applications, such as credit card 
fraud detection, cyber-security intrusion detection, and troubleshooting of industrial 
processes.

However, detecting outliers in time series data is challenging, and time series data 
often have complex nonlinear, and high-dimensional dynamics that are difficult to 
model. Anomaly detection problems can be considered supervised binary classification 
problems in which the deep model can automatically extract features and learn hidden 
variables with sufficient labeled data; this method can achieve a high accuracy rate [9]. 
However, labeled data are often difficult to obtain in practice. Also, it is difficult to iden-
tify anomalies never seen before. There are numerous types of anomalies, and when new 
types of anomalies appear, the supervised detection accuracy does not work properly.

Finding and flagging anomalies in practice is very time-consuming and expensive. To 
alleviate this problem, unsupervised anomaly detection methods are often employed. 
Time series anomaly detection is often classified as a class of problems [10, 11] where the 
training set only contains normal samples. Such anomaly detection techniques can be 
broadly divided into prediction-based and reconstruction-based methods. Prediction-
based methods [12, 13] predict the normal value of an indicator based on historical data 
and detect anomalies based on prediction errors. Common prediction models include 
the classical autoregressive moving average and autoregressive integrated moving aver-
age models [14], deep learning-based recurrent neural networks (RNNs) based on 
deep learning [15], and long short-term memory network predictor (LSTM). However, 
this approach is not suitable for predicting indicators in certain complex systems [12]. 
Reconstruction-based methods learn a compressed representation of the core statistical 
structure of normal data and then use it to reconstruct time series and detect anomalies 
based on reconstruction errors. Reconstruction-based approaches typically use auto-
encoders (AEs) [13], representing more complex time series patterns by applying nonlin-
ear functions for reconstruction and anomaly detection. However, such reconstructions 
can lead to overfitting without proper regularization, which results in low precision[10].

In addition, because generative adversarial networks (GANs) can generate quasi-real 
synthetic data through joint learning using generators and discriminators [16], complex 
and high-dimensional real-world data distributions can be simulated. This feature has 
been used successfully for anomaly detection. The detection of anomalies using GAN 
is the task of modeling normal behavior and detecting anomalies to measure anomaly 
scores using an adversarial training process [17]. However, due to problems such as 
mods and non-convergence [18], GANs are difficult to train. To solve the non-conver-
gence problem of GANs, USADs [19] use two AEs to perform the tasks of the generator 
and discriminator, thus combining the advantages of AEs and adversarial training while 
compensating for the limitations of each technique. In this study, the USADs’ adver-
sarial generative training architecture was combined with a convolutional AE (CAE) to 
improve the ability to extract features from the model, thus improving the accuracy of 
anomaly detection. Furthermore, to reduce false positive outcomes caused by promi-
nent spikes in the reconstructed data, we used the exponential weighted moving average 
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(EWMA) method to smooth the reconstruction error and further improve the model’s 
accuracy. The main contributions of this study are as follows. 

(1) The USAD’s adversarial generative training architecture was combined with the 
CAE to improve the model’s anomaly detection accuracy. The reconstruction error 
was smoothed to suppress the error spikes in the reconstruction data and reduce 
false positive results.

(2) The performance of the proposed model was compared with that of five anomaly 
detection models in terms of AURORAC, AUPRC, and F1. The results revealed that 
the proposed model is superior to the other anomaly detection models in terms of 
all three aforementioned indicators.

(3) Experiments with ECG and 2D gesture datasets were conducted to demonstrate 
the versatility of the proposed model.

2  Related work
The reconstruction-based approach focuses on reducing expected reconstruction 
errors and consists of two parts: refactoring model optimization and reconstruction-
based anomaly scoring. The optimization goal of learning to rebuild the model can be 
expressed as follows.

where X is the training data, and G(X) is the model for reconstructing the results. The 
training goal is to narrow the gap between the reconstructed and the training data. X 
is made up of multiple x vectors, A(x). The abnormal score of x can be calculated as 
follows:

Many refactoring-based anomaly detection methods can be formalized as training 
targets [18]and use anomaly scoring [19]. According to the models used, the anomaly 
detection methods based on refactoring can be divided into the following two categories:

2.1  Autoencoders

AEs [20] are often used for anomaly detection by learning to reconstruct a given 
input. The model is trained using normal data; thus, once the input has been rebuilt, 
the instance is considered abnormal if the output does not match the input of normal 
data. The LSTM encoder-decoder model [21] is used to learn the time representation of 
time series through the LSTM network and uses reconstruction error to detect anom-
alies. Despite its effectiveness, LSTM cannot capture spatial features. The CAE [22] is 
an important method for video anomaly detection and can capture 2D image structures 
because its weights are shared between all locations in the input image. Convolutional 
LSTM (ConvLSTM) combines the characteristics of LSTM and the convolutional neu-
ral network (CNN) to simulate spatiotemporal correlation by using convolutional lay-
ers instead of fully connected layers. Thus, in the current study, the ConvLSTM layer 

(1)L = �X − G(X)�2 =
x

�x − G(x)�2

(2)A(x) = �x − G(x)�2
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was added to the AE [23] to encode normal data more efficiently. Other AEs, such as 
variational AEs [24], denoising AEs [25], and deep faith networks [26], also show good 
performance.

2.2  Generative adversarial networks

Recently, the GAN framework was proposed to build a generative deep learning (DL) 
model through adversarial training [8]. While GANs are efficient in image-processing 
tasks, such as generating realistic images, with growing interest in GANs, research-
ers have proposed anomaly detection by using adversarial training. AnoGAN [27] and 
Ganomaly [28] have been proposed to detect anomalies in visual data. Furthermore, 
there are many methods for detecting anomalies in time series data, such as MAD-GAN 
[29], which uses the same LSTM as the generator and discriminator, CNN-based AEs, 
and BeatGAN [10].

3  Methods
In this study, the time-series data were split into independent samples to use DL models 
for anomaly detection. The adversarial generative architecture was then used to learn 
the high-dimensional distribution of the normal data. AEs were used to make adversar-
ial training more stable, reconstruct the data, and smooth the anomaly detection results 
to reduce false positives. The process can be divided into training, anomaly detection, 
and smoothing.

3.1  Time‑series anomaly detection

A time series T = [s1, s2, . . . , sn] is an observation within n time steps, where each value 
st ∈ Rd is a d-dimensional vector. If d = 1 then T is a univariate time series; if d > 1 , 
then T is a multidimensional time series. For reconstruction-based anomaly detection 
methods, let E = [e1, e2, . . . , en] be the reconstruction error. et is a constant that repre-
sents the reconstruction error at time step t; the higher the value of et , the more likely st 
is to be an outlier. In practice, a threshold is usually set, and when e exceeds the thresh-
old, the current value is judged as an outlier. Because time-series data are unbounded 
data, to facilitate model processing, we used a sliding window with length Tw and step Ts 
to sample the data and produce bounded data. The data sampled by the sliding window 
is called X; X = [x1, x2 . . . xm] , where xt is a d × Tw matrix, representing a training sam-
ple. In reconstruction-based anomaly detection, reconstruction data from model output 
were recorded as X ′ = [x′1, x

′
2, . . . , x

′
m] . x′2 is also a d × Tw dimensional matrix. As long 

as one of the vectors had a reconstruction error that exceeded the threshold, the sample 
was considered an anomaly.

3.2  GAN model

GAN is a framework for establishing generative models through an adversarial pro-
cess by using two models, namely discriminator D and generator G. The Generator G 
is designed to learn the distribution of the data, while the discriminator D is used to 
distinguish whether a sample is real data or data generated by G. To learn the distribu-
tion of the data x, the generator establishes a mapping from the noise distribution pz to 
the data space G(z; θG) , where θG is the generator parameter. The discriminator outputs 
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a single scalar that represents the probability x that the given sample is real data rather 
than generated data.

The original GAN framework [16] treats this problem as a minimum game in which 
two participants (G and D) compete against each other to play the following minimum 
zero-sum game:

Training network D distinguishes between the training sample and the generated sam-
ple ( maximized logD(x) and log(1− D(G(z))) ), and the training network G minimizes 
log(1− D(G(z))) , that is, maximizes the loss of D. During the training process, one side 
is fixed, the parameters of the other network are updated, and iterations are alternated 
so that the error of the other party is maximized. Finally, G estimates the distribution of 
the sample data, that is, whether the generated sample is more realistic. However, due to 
the imbalance between the generator and the discriminator, GAN training is often dif-
ficult to converge. Therefore, the use of the AE and GAN combination scheme is more 
common [10, 19]. On the one hand, GANs, being able to learn the data distribution pat-
tern, overcome the inherent flaws of AEs. On the other hand, AEs can enhance stability 
during adversarial training, and thus alleviate the non-convergence problem encoun-
tered in GANs.

3.3  Model structure

The model consists of three parts: an encoder network, encoder, and two decoder 
networks, Decoder1 and Decoder2. As shown in Fig.  1, these three elements make 
up two AEs, AE1 and AE2, and the two AEs use the same encoder. We used the 
same CNN with a one-dimensional convolutional kernel that slides along the time 

(3)min
G

max
C

V (D,G) = Ex∼p data (x)[logD(x)] + Ez∼pz(z)[log(1− D(G(z)))]

Fig. 1 Model structure
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dimension for the encoder and decoder networks. For time series, CNNs are more 
robust than LSTMs [9]. In addition, by adjusting the sensory field of the CNN, the 
long-term correlation can be captured as in LSTMs.

3.4  Procedure

The process can be divided into three parts: training the model, using the model for 
anomaly detection, and smoothing out the anomaly detection results.

3.4.1  Training

Training can be divided into two phases. First, the two AEs, AE1 and AE2, are trained 
to learn to reconstruct normal input data. The two AEs are then trained in an adver-
sarial manner so that AE2 cannot distinguish whether the input data are real data or 
data generated by AE1. 

 (i) AE training At this stage, the two AEs are trained to reconstruct the training data, 
and the input data is X mapped by the encoder to the potential space h. Then, 
the two decoders are used to reconstruct them into X ′

1 and X ′
2 , respectively. To 

make the reconstructed data as consistent with the original data as possible, we 
minimized the loss functions (Eqs. (4) and (5)); 

∥

∥X − X ′
1

∥

∥

2
 represents the distance 

between X and X ′
1 . 

 (ii) Adversarial training AE2 is trained to distinguish between real data and data gen-
erated by AE1, and AE1 is trained so that reconstructed data cannot be differenti-
ated by AE2. The data reconstructed by AE1 is encoded again by the encoder; then, 
the output of the encoder is reconstructed by AE2. The goal of AE1 is to mini-
mize the difference between X and the outputs of AE2. The goal of AE2 is to maxi-
mize this difference. In Eq. (6), G(X) represents the output of AE1 at this stage, and 
D(G(X)) represents the output of AE1: 

3.4.2  Anomaly detection

During the anomaly detection phase, the anomaly score is defined as a linear combi-
nation of the reconstruction errors of the two AEs:

The parameters we used in the GAN and AEs are shown in the following tables (Table 1 
and Table 2):

(4)lAE1 =
∥

∥X − X ′
1

∥

∥

2

(5)lAE2 =
∥

∥X − X ′
2

∥

∥

2

(6)min
AE1

max
AE2

= �X − D(G(X))�2

(7)E(X) = αlAE1 + βlAE2 = α
∥

∥X − X ′
1

∥

∥

2
+ β

∥

∥X − X ′
2

∥

∥

2



Page 7 of 13Luo et al. EURASIP Journal on Advances in Signal Processing        (2022) 2022:112  

3.4.3  Error smoothing

Smoothing out the anomaly detection results: Scores E(X) are smoothed to suppress 
error spikes in the reconstructed data. Some values in the normal data differ greatly 
from the surrounding data, leading to sharp spikes in the abnormal score [30]. We 
use the EWMA method to smooth such errors, and the smoothed anomaly score 
was noted as Es(X) . To assess whether the reconstructed values are normal, we set 
a threshold for the smoothing error, and values with smoothing errors that exceeded 
the threshold were classified as abnormal.

4  Datasets and indicators
4.1  Datasets

We performed experiments with three commonly used real-world time-series data-
sets ECG and 2D gesture [31]: 

1. ECG: This is a collection of data sets that contain abnormal heartbeats detected from 
ECG readings. We selected two datasets from it.

2. 2D gesture: This contains the time series of the X-Y coordinates of the actor’s right 
hand. The data were extracted from a video in which the actor took a gun from the 
holster, moved it to the target position, and then put it back in. The abnormal area is 
the area where the actor has not put his gun back in the holster.

Both the ECG and the 2D gesture are two-dimensional time series data ( d = 2 ). Com-
mon datasets include training sets (which contain only normal data) and test sets. We 
used 30% of the training set for validation and the rest for actual training. The model 
with the lowest rebuild loss in the validation set was evaluated. The time series was 
divided into sequences of length Tw according to the sliding window. The sliding win-
dow length was set at 320 and 80 on the ECG and 2D gesture datasets, respectively.

Table 1 Parameters and modules of the encoder

Table 2 Parameters and modules of the decoder
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4.2  Evaluation indicators

Performance metrics such as precision and recall depend on the threshold of the abnor-
mal score. To avoid setting this threshold, we used the following metrics that are widely 
used in anomaly detection: 

(1) Area under the receiver operating characteristic curve (AUROC): As shown in 
Fig. 2, AUROC is a metric used to measure the performance of a classifier. AUROC 
has a value between 0 and 1. When the AUROC value is close to 1, the classifier can 
better classify positive and negative samples.

(2) Area under the precision recall curve (AUPRC) and the precision recall curve 
(Fig.  3), with recall on the x-axis and precision on the y-axis: Precision indicates 
the proportion of the actual positive sample to the predicted positive sample, while 
recall indicates the proportion of the original positive samples that were correctly 
predicted to be positive. The calculation formulas are as follows: 

 where TP indicates true positive (the sample prediction is positive, and the actual 
is also positive), FP indicates false positive (the sample prediction is positive, and 
the actual is negative), and FN indicates false negative (the sample prediction is 
negative, and the actual is positive).

(3) The F1 score considers both the precision and the recall of the classification model. 
The F1 score can be seen as a weighted average of the accuracy and recall of the 
model. The highest F1 score was chosen from all samples using 1000 thresholds, as 

(8)Recall =
TP

TP + FN

(9)Precision =
TP

TP + FP

Fig. 2 ROC curve
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shown in Fig. 4, for all samples in the test set. The anomaly score was chosen evenly 
from 0 to the maximum value. 

(10)F1 =
2 ∗ Recall ∗ Precision

Recall + Precision

Fig. 3 Precision recall curve

Fig. 4 F1-threshold curve
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5  Results and discussion
We compared our model with five recent anomaly detection algorithms: (1) recur-
sive AE (RAE) [32]; (2) recurrent reconstructive network (RRN) [33], which combines 
attention, jump conversion, and force regularization; (3) recursive AE integration 
(RAEensemble) [34], which uses RNN integration with sparse hop connections as 
encoders and decoders; and (4) BeatGAN [10], a recent CNN AE-based GAN devel-
oped for time-series anomaly detection; (5)USAD [19]. The experimental results are 
shown in Table 3.

Experimental comparison analysis revealed that the proposed model produces bet-
ter detection performance than recent anomaly detection algorithms, and the model 
achieved higher AUROC, AUPRC, and F1 scores for all three datasets, indicating that 
the model can achieve superior detection performance.

Finally, to suppress error spikes in the reconstructed data, we used the EWMA 
method to smooth out these errors. We used the ECG1 dataset to illustrate the effect 
of the smoothing error, as shown in Fig.  5. The upper panel shows the unshared 
reconstruction error, and the lower panel shows the smoothing effect. Before the 
smoothing process, the normal data area exhibits a higher error score, resulting in 
false positives. The performance metrics before and after smoothing are presented in 
Table 4, and the AURORAC, AUPRC, and F1 scores of the EWMA-processed model 
are shown; both are higher than those that are not smoothed.

Our method can achieve better results, but the threshold value to achieve the best 
detection effect still needs to be set manually. In practical, especially in real-time 
anomaly detection scenarios, we can’t update the threshold automatically. This means 
that the system can’t always be in top shape. And this is the next problem we need to 
solve.

Table 3 Comparative experiments

Metric Method ECG1 ECG2 2D gesture

AUROC BeatGAN 0.7056 0.7329 0.7256

RAE 0.7502 0.8289 0.7601

RRN 0.7623 0.7405 0.7530

RAE-ensemble 0.7788 0.8570 0.7808

USAD 0.7223 0.4845 0.4852

Our method 0.8058 0.8904 0.8048

BeatGAN 0.4101 0.2254 0.4952

RAE 0.4249 0.4996 0.4979

AUPRC RRN 0.5653 0.4139 0.4866

RAE-ensemble 0.4769 0.5256 0.5287

USAD 0.3470 0.2289 0.2281

Our method 0.8669 0.5942 0.7697

BeatGAN 0.4204 0.2931 0.4941

RAE 0.4736 0.5046 0.5300

F1 RRN 0.5502 0.4537 0.5240

RAE-ensemble 0.5016 0.5333 0.5511

USAD 0.3633 0.4124 0.4119

Our method 0.7635 0.6539 0.7314
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6  Conclusions
To improve the accuracy of anomaly detection, in this study, a detection model was 
proposed that combines the USAD generative adversarial training architecture and 
CAE to enhance stability during adversarial training by generating the distribution 
of normal data for adversarial training and improving the ability to extract character-
istics of the model. Finally, the EWMA method was used to suppress the error score 
spikes of the reconstructed data smoothly. The experimental results revealed that the 
proposed model is superior to other methods in terms of detection accuracy and does 
not exhibit widely differing results on different datasets, thus indicating that the pro-
posed model is highly versatile.

Abbreviations
GAN  Generative adversarial networks
USADs  Unsupervised anomaly detection
AE  Autoencoder
ECG  Electrocardiogram
RNN  Recurrent neural networks
LSTM  Long short-term memory network
CAE  Convolutional autoencoder
EWMA  Exponential weighted moving average
CNN  Convolutional neural network
DL  Deep learning
AUPRC  Area under the precision-recall curve
AUROC  Area under the receiver operating characteristic curve
RAE  Recursive autoencoder

Fig. 5 Anomaly score smoothing

Table 4 Experiments to compare smoothing performance

AUROC AUPRC F1

Without EWMA 0.70139 0.74361 0.75755

With EWMA 0.80576 0.86694 0.76345
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