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Abstract 

The massive growth and use of digital multimedia through computer networks, includ‑
ing video and images, have increased the demand for protecting this digital data. To 
secure digital video, video encryption is frequently utilized. In this paper, a brand-new 
video scrambling technique based on two chaotic linearly symmetric maps and one 
chaotic tent map that has been twisted is suggested. The permutation procedure 
moves every frame pixel’s position using a P-box created by permuting a linearly sym‑
metric chaotic sequence. The diffusion technique employs both linearly symmetric 
chaos maps and distorted tent maps to create key streams. The keystream closely 
resembles simple frames because the pixels in the permuted frame indicate which of 
the two even symmetric chaos maps is replicated each time for the following byte. The 
information entropy, histogram, neighboring pixel correlation and sensitivity analysis, 
number of pixels changing regions (NPCR), and unified mean change intensity are 
used to thoroughly evaluate the recommended method’s capacity to improve perfor‑
mance and security (UACI). Comparatively to other methods, the suggested algorithm 
is resistant to clipping, salt and pepper noise, speckle noise rotation assaults, and clip‑
ping. This positive outcome indicates that the plan can be successfully implemented 
for secure video communication applications.
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1  Introduction
Security of multimedia data has grown in importance in information communica-
tion and transmission due to the quick development of computer and Internet tech-
nology. For instance, only authorized parties can access multimedia content for 
video-on-demand, Internet television, video telephony, video conferencing, and military 
applications. H.264/AVC advanced video coding is a popular format for coded video and 
one of the most recent video compression standards. It can enhance the video compres-
sion efficiency, allowing for greater flexibility in storing and transferring videos when 
compared to Moving Picture Experts Groups [1].

Before sending, certain private videos need to be secured. One method to accom-
plish this is encryption. A technique or combination of techniques used to safeguard 
multimedia content generally provides multimedia security. Concerning H264 video 
encryption techniques, the issue is how to design a secure and fast encoding system in 
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which the encryption algorithm is incorporated into the encoding process with mini-
mal additional computational burden while providing acceptable high-level security [1]. 
Unlike the conventional cryptographic techniques, which are based on discrete math-
ematics, chaos-based crypt algorithms rely on the complex dynamics of continuous time 
dynamical systems and also deterministic nonlinear maps. As such, it can provide faster 
schemes for information security processing with desired data protection, which is cru-
cial for multimedia data transmission over fast communication channels, especially on 
the broadband Internet [2]. Motivated by this desire and need, in recent years a great 
deal of effort has been devoted to developing various chaos-based image and video 
encryption and decryption methodologies and algorithms [3]. Some properties of cryp-
tographic and chaotic maps algorithms are similar, such as sensitivity to changes in ini-
tial conditions and parameters, randomness-like behavior, and unstable periodic orbits 
with long periods. As a result, the chaotic map parameters have served as a key to the 
encryption algorithm [1].

The following essential characteristics of chaos mapping have led to the development 
of chaos-based video scrambling systems in recent years: Aperiodicity, random behavior, 
and sensitivity to beginning conditions are all heavily researched topics. Pixel replace-
ment and diffusion make up a typical chaos-based video encoding process. To break the 
high correlation of pixels inside the chosen frames, P-boxes are often generated, and the 
positions of the pixels are swapped during the permutation stage. As pixel values are 
modified consecutively during the diffusion phase, virtually every pixel in the crypto 
frame is affected by tiny changes in the plain frame. However, numerous permutation-
spreading chaos-based video encryption techniques have recently been defeated.

The key, which is the root cause, is the sole factor that influences the keystream uti-
lized in the diffusion stage. If the initial key stays the same, the keystreams generated 
to encrypt different plaintexts are identical. Therefore, an attacker can gain access to 
the keystream by both known-plaintext and chosen-plaintext assaults. As a result, the 
encryption technique becomes a straightforward, already-broken permutation design. 
To improve security, several researchers suggested connecting the plaintext and the key 
stream of diffusion. The produced keystream will differ even if the key remains the same 
and the plaintext stays the same. This is thus because, in a chaotic system, the plaintext is 
used to control the number of iterations.

This approach is a hit to face up to the known-plaintext attack and chosen-plaintext 
assault. However, there are a few real issues that persist. First, it is well known that when 
performed with finite precision, a one-dimensional chaotic map has periodic issues, 
which can also lead to a subsequent decrease in security. The critical region of a low-
dimensional chaotic map is also quite constrained. Second, there will be a significant 
rise in the number of chaotic machine instances in new releases. Third, the P-container 
continues to be irrelevant to the plaintext in permutation [4]

2 � Literature survey
Multimedia technology security and privacy concerns have grown significantly in 
importance. Secure communication is necessary for numerous multimedia applica-
tions. The amount of protection needed depends on how sensitive the data included 
in these applications is. Several cryptographic techniques have been developed for 
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protecting streaming video to solve the issue of processing overhead and satisfy the 
security demands of real-time video applications with high-quality video compression. 
The majority of these methods aim to improve the appearance and performance of the 
encryption process.

The security of the entire MPEG stream is ensured by full encryption technology and 
straightforward algorithms employing industry-standard encryption approaches. There 
are currently no efficient methods that can defeat encryption systems like triple DES and 
AES. This algorithm is not suitable for huge videos because it is quite sluggish, especially 
when using Triple DES. Real-time video scrambling has an unacceptable overhead due 
to the scrambling operation’s addition of lag.

Pure permutation algorithms merely use permutations to scramble the bytes within 
the frames of a MPEG stream. The use of the pure permutation technique should be 
carefully evaluated because, as the authors of [5] demonstrate, it is susceptible to known-
plaintext attacks. This is because by comparing the ciphertext to known frames, an 
attacker or hacker can quickly determine the secret permutation list. All frames can be 
quickly decrypted once the permutation list is known or known. It should be noted that 
the replacement list based on Shannon’s theorem can be decoded with just the knowl-
edge of the I-frame of one of the MPEG streams.

Instead of mapping 8x8 blocks to 1×64 vectors in a "zigzag" order, the zigzag permuta-
tion approach [6] employs a random permutation list (secret key) to map a single 8×8 
block to a 1×64 vector. The computing complexity of the zigzag order mapping and 
the random permutation list mapping is equal; therefore, the encryption and decryp-
tion procedure only slightly slows down the video compression and decompression 
process. Attacks using known-plaintext and ciphertext-only techniques can exploit this 
mechanism.

Techniques for Selective Encryption are discussed to decrease processing overhead [4] 
and meet the security needs of real-time video applications [7]. Using elements of the 
MPEG layer structure, this technique seeks to encrypt various layers of a few selected 
MPEG stream segments (e.g., encryption of all headers and I-frames, encryption of all 
I-blocks of I-frames, P-frames, and B-frames). Basic selective encryption is based on the 
MPEG I frame, P Frame, and B Frame structures. Only I-frames are encrypted since P- 
and B-frames are potentially useless without knowing the accompanying I-frame.

A brand-new video encryption technique called VEA was suggested by the author of 
[8]. The statistical characteristics of the MPEG video standard and the Symmetric Key 
Algorithm standard are used by video encryption algorithms to lessen the amount of 
encrypted data. Algorithm I, Algorithm II (VEA), and Algorithm III are four alternative 
video encryption techniques that a researcher introduced in [9] (MVEA). The first tech-
nique employs Huffman codeword permutations in I-frames. This technique performs 
both compression and encryption in one step. The algorithm’s secret ingredient is the 
permutation p. The regular MPEG Huffman codeword list is frequently replaced with 
this confidential portion. Both known plaintext and ciphertext-only attacks can use 
this technique. Algorithm II (VEA): I frames carry the most crucial information about 
MPEG video. Therefore, we just need to XOR them with an m-bit binary key [10–14] to 
encrypt the desired sign bits of a block of I-frames’ DC coefficients. Complete security is 
offered by this encryption. However, this is not feasible for mass media applications like 
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video-on-demand services and other comparable applications. But when the key size is 
very little, the entire method is condensed and referred to as a Vinegary-like cipher.

The algorithm proposed by Arif et  al. [15] is based on logistic maps. The proposed 
algorithm uses the plaintext image to generate a hash, which is then divided into four 
parts, each of which is used as an initial parameter input for the logistic maps to generate 
four pseudorandom number arrays. The algorithm then performs row and column per-
mutations using the first and second keys, respectively. An XOR operation is performed 
on the resulting image using the third key. The last step is to perform a substitution on 
the image using either AES S-Box or AES inverse S-Box based on the fourth generated 
key. However, the algorithm has a large key space and is short time-consuming.

Alawi et al. [16] proposed an alternative video encryption algorithm, in which the key 
is generated pseudo-randomly by the ChaCha algorithm. The H.264/A VC encoding 
algorithm encodes the video into multiple slices; the key semantic elements in the slice 
can be selectively encrypted; the key is generated by a pseudo-random generator and 
updated in real-time [17]. However, in the existing scheme, although the video security 
problem can be solved well, the key is pseudo-randomly generated according to the tra-
ditional key negotiation process, and the security mainly depends on some number the-
oretic problems with computational complexity, such as the discrete logarithm problem, 
integer factorization problem, and elliptic curve discrete logarithm problem.

The authors in [18] propose a selective encryption scheme using singular value decom-
position and chaotic systems in order to overcome such issues. The proposed method 
ensures the confidentiality of video streams originating from devices that have minimal 
resources and that are mostly used in a smart-traffic management system. The National 
Infrastructures (NIS) directive has identified several critical sectors including transport 
and the proposed method could be used as an efficient tool to secure the information 
that is created and transmitted through a smart traffic system.

Two methods of the Chaos-based encryption methodology are presented in [1] for 
steganography and cryptography processes of different I-frames with different resolu-
tions of compressed videos sequences H.264/AVC. In [19], A suggested a method that 
uses chaotic maps to shuffle pixels inside a frame. The algorithm belongs to the com-
pression-encryption algorithm class. The pseudo-random generator is designed using 
two chaotic maps Hitzl-Zele map and Tinkerbell map in [20]. According to two chaotic 
maps, a secure pseudo-random number generator was designed, and a binary sequence 
was generated by this pseudo-random number generator [20]. No attacks techniques 
have been checked.

Hui Xu [21] suggested a robust video encryption scheme based on an H.246 com-
pressed code stream and a cross-coupling chaotic system for keystream generation. The 
proposed algorithm had lower time overhead and did not cause a significant increase 
in bit rate. Dua [22]proposes a fast and secure method of video encryption using 3D an 
Intertwining Logistic Map (ILM) with cosine transformation to generate a complex cha-
otic sequence. The keys produced by combining SHA-2 with cosine-based ILM are more 
uniform, and nonlinear.

Maolood et  al. [23] suggested a lightweight stream cipher method. Then, it was 
tested for numerous video samples to check its suitability and authentication in 
encryption and decryption procedures. After testing many characteristics such as 
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differential analysis, correlation analysis, information entropy and histogram analy-
sis, their method showed a higher security and lower calculation time compared with 
state-of-the-art encoding methods [23].

The security of current microgrid communication is guaranteed by cryptographic 
systems, such as the Advanced Encryption Standard (AES) [24]. In AES and other 
symmetric key cryptographic systems, a communicating party uses a key to encrypt 
data messages, and the other party uses the same key to decrypt data messages. Those 
keys, which are preshared by two remote parties, have to be generated and distributed 
securely

The application of pseudo-random number generators for IoT is increasingly being 
studied [25]. Unsub Zia et al. [25] have been proposed generalized symmetric maps 
with a user-chosen chaotic map by changing the adaptive control parameter used to 
generate a pseudo-random key, this model was tested on raspberry pi 3b+ and rasp-
berry pi zero. However, chaotic cryptography deals not only with stream ciphers, but 
also pseudo-random numbers generators (PRNGs) [25]

Recently, a productive chaotic pseudo-random number generator was created to 
produce keystreams for encrypting the syntactic parts of H.264/AVC video. From the 
standpoint of effectiveness and security, the signs of the intra-prediction mode (IPM), 
trailing ones (T1s), non-zero coefficients (NZ), and motion vector difference (MVD) 
are selected for selective encryption. The proposed plan effectively safeguards the vid-
eo’s commercial worth. According to experimental findings, his H.264/AVC maintains 
the exact same bitrate and has very little overhead, and therefore, the encryption his-
tory has no impact on the coding efficiency of the format.

The novel video encryption method provided in this paper is based on various 
chaos maps. The linearly symmetric chaotic map’s iteration time is not fixed during 
the permutation process to prevent transition effects, yet the P-box changes even 
though the initial values are kept constant because it is connected to the plaintext. 
The keystream is produced via the diffusion process using two even-symmetric cha-
otic maps. Instead of lengthening the iteration time, a linearly symmetric chaos map 
is created using the pixels in the reordered selected I-frames. This chaos map iterates 
for each subsequent byte in the keystream. On the other hand, employing numerous 
chaotic systems practically solves the issues of short periods and tiny key spaces in 
one-dimensional chaotic maps. Given that it was thought to have acceptable statisti-
cal features, linear symmetric chaos mapping was chosen [4]. In the plan, a curved 
tent map is also employed. The approach can be applied to other fields, such as text 
encoding because it treats the chosen frames as vectors.

The main contribution of this paper can be summarized as follows: -

•	 The novel video encryption method provided in this paper is based on various 
chaos maps.

•	 Employing numerous chaotic systems practically solve the issues of short periods 
and tiny key spaces in one-dimensional chaotic maps

•	 Selective encryption encrypts part of a compressed data file while sending the rest 
unencrypted. Even a small number of encrypted bits can cause more file damage 
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with this method. In contrast to the full file being encrypted bit by bit, only the 
sensitive parts are altered.

•	 The proposed video encryption scheme will be tested by different video files.
•	 The proposed scheme is compared with the state-of-the-art video encryption 

schemes. Results indicate the proposed encryption scheme outperforms other video 
encryption methods given in the literature and provides higher resistance against 
attacks while requiring less computational complexity.

•	 The approach can be applied to other fields, such as text encoding, because it treats 
the chosen frames as vectors.

The remaining paper is arranged as follows. The related work is explained in sections 
III, respectively. The proposed video encryption algorithms are described in Section IV. 
An evaluation of the suggested method’s performance is presented in Section VI. The 
effects of various attacks, experimental assessments, and security analyses are covered in 
Section VII. The proposed rule’s conclusions are presented in Section IX.

3 � Related work
3.1 � Construction of even symmetric chaotic map

As described in [26], even-symmetric chaotic maps (ESCMs) have been proven with 
excellent statistical properties. Construct a linearly symmetric chaotic system using the 
following three steps:

Step1: Construct an even-symmetric map T∶[0, 1]→ [0, 1] such that for any real 
number z∈[0, 1], T(1 − z)= T(z) and the unique invariant measure density f*T(x) =1. 
Here, a piecewise-linear map T is constructed as Eq. (1):

Step2: (x) is the desired map:

	 Which stratifies f ∗F (x) = 3(2x − 1)2, q(x) =
x
∫
0

f ∗F (x).dx. so it uses to generate 

real value sequences where x0 = 0.5 should be avoided as the initial value.
Step 3: generation of chaotic BB sequences, a binary function H(x) as Eq.(5) is used:

(1)T (z) =

z

d
z ∈ [0, d]

(z−d)
(0.5−d)

z ∈ [d, 0.5]

(1−z−d)
(o.5−d)

z ∈ [0.5, 1− d]

(1−z)
d

z ∈ [1− d, 1]

(2)q(x) =
x
∫
0

3(2x − 1)2.dx = 4x3 − 6x2 − 3x

(3)q−1(x) = 0.5+ 0.5(2x − 1)
1/3

(4)F(x) = q−1{T [q(x)]}, x ∈ (0, 1)
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The binary function H (F(x)) satisfies the symmetry condition in Eq.6.

A.	The Proposed method of Video Encryption technique: Permutation operator using 
ESCM 320 × 560 Gy-scale frames of estimate M × N is displayed by a one-dimension 
vector P = {P1, P2, …., PM × N}. The I- frames can be permutated by the taking after 
steps:

B.	 Set a real-value parameter y1 ∈ (0, 1).
C.	Get the introductory condition of ESCM

D.	Here J represent the number of parameter chosen by the user.
E.	 Iterate xi+1 = (xi) for L times to avoid the transient effect where L = 200.

Continue to iterate xi+1 =F (xi) for M×N times and get a real- value sequence x = 
{x1, x2, x3,…,×N}.

•	 Keep the position of xi unchanged and sort the sequence x = {x1, x2, x3, …, xi−1, 
xi+1, ….., xM×N} in ascending order to obtain a new sequence x = 

‘
x
1
.

•	 Find the positions of X = {
‘
x
1
,
‘
x
2
,
‘
x
3
, . . . ,

‘
x
i
,

‘
x
i−1

,
‘
x
i+1

, . . . ,
‘
x

M×N }
 in X and denote them as 

T = {t1, t2… t M×N} where xti = 
‘
x
1
 and xtj = 

‘
x
j
= xj.

•	 Shuffle P = {P1, P2, ….., PM × N} by using T as the P- box and get 
‘
p 

‘

=
{

‘
p
1
,
‘
p
2
, . . . ,

‘
p

M×N

}

 

such as P ̀ι = Pti and P ̀j = Pj.

4 � The proposed method of video encryption technique
Selecting the Encryption frames: A method known as selective encryption encrypts a 
portion of a compressed data file while sending the other portion unencrypted. With 
this tactic, even a tiny number of encrypted bits can cause more file harm. Only the sen-
sitive parts are altered, as opposed to the full file being encrypted bit by bit [27]. Fur-
thermore, selective encryption requires less overall encryption work, which conserves 
system resources. For instance, only a portion of the video stream is encrypted, which 
explains this. The H.264 I-frame, P-frame, and B-frame structures serve as the founda-
tion for basic selective encryption. As shown in Fig. 1 [28], encrypting only I-frames is 
theoretically pointless if P- and B-frames are unaware of the accompanying I-frames.

While maintaining the security of the original file, the suggested method selectively 
encrypts a section of a compressed video file. The system becomes more complicated 

(5)H(F(x)) =
{

0, iff (x) ∈ (0, 0.378) ∪ (0.5, 0.622)

1, iff (x) ∈ (0.378, 0.5) ∪ (o.622, 1)

(6)H(a+ e − x) = 1−H(x), x ∈ [a, e]

(7)x0 =
(

pj + 1
)

xy1

N
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even if it takes less time to encode the video file. The concept behind this approach is 
to encrypt different levels of chosen H.264 stream segments using the H.264 hierar-
chy’s features.

•	 Step 1: Separating Video into Frames.
•	 Step 2: Applying the proposed Video Encryption Technique.
•	 Step 3: Collecting Encrypted frames to Encrypted Video Stream.

The video stream can be divided into frames in step 1. Three different frame kinds 
exist the I, B, and P frames. The suggested approach chooses just the I-frames to move 
on to the next stage and discards the B-frames and P-frames because they can be derived 
from the I-frames, and encrypts only the I-frames. Fig. 2 displays a flowchart outlining 
how the video scrambling method operates.

5 � Frame encryption & decryption technique
In this approach, the keystream and the reordered image are encrypted by two even 
symmetric chaotic systems with different control parameters. In this technique as shown 
in Fig. 3, the two ESCMs with distinct parameters (x0,) and (x`0, d`) are simply referred 
to as the symmetric chaotic maps ((x)) and H ̀(F ̀(x)), respectively. (y2, y3) There are two 
detailed diffusion algorithms.

A.	The First Round
B.	 Using the permutation method in the previous to get the shuffled image P ̀ = {p1 ̀, p2 

̀,…., p`M×N}.

Fig. 1  Framework of video encryption stream.
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C.	Calculate  x0 = (pj+1).x.y2
N   and x‘0 =

(pj+1).x.y3
N .

D.	Iterate H (f (x)) with the initial value x0 for 8 times and obtain 8 bits denoted as b1.

E.	 Calculate the ciphered pixel value Di by using the currently operated pixel P`i, the 
previous pixel of permuted image p`i−1 and bi (i = 1, 2, …., M × N).

Here ⊕ is bitwise XOR operator and set p`o = pj. So, the inverse formula of the previous 
Equation for pi′ can be described as:

•	 Calculate vi = Di mod 2 and choose which of two even symmetric chaotic systems 
will be iterated to create the next component bi+1 within the keystream: i. If vi = 0, 
iterate ((x)) for 8 times to obtain bi+1; ii. If vi = 1, iterate H′(F′(x)) for 8 times to obtain 
bi+1.

•	 Let i = i + 1, and return to Di equation.
•	 Get the results of the first encryption round D = {D1, D2, …., DM×N}.

(8)Di =
{

Di−1 ⊕ p‘i ⊕mod
(

floor
(

y3.x.2
48
)

, 28
)

, i = j

p‘i ⊕mod
(

p‘i−1 + bi, 2
8
)

, i �= j

(9)p‘i =
{

Di−1 ⊕ Di ⊕mod
(

floor
(

y3.x.2
48
)

, 28
)

, i = j

Di ⊕mod
(

p‘i−1 + bi, 2
8
)

, i �= j

Fig. 2  Flowchart of video encryption technique stream.
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•	 The Second Round
•	 To make strides the security, a skew tent map is additionally utilized within the sec-

ond round
•	 Iterate skew tent map as depicted within the next condition with the introductory 

value z0 = y3for L times to induce freed of temporal effect:

(10)G(z) =
{

z
q z ∈ [0, q]

(1−z)
(1−q)z ∈ [q, 1]

Fig. 3  Flowchart of video encryption using selective even symmetric and skew tent chaotic maps
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•	 Continue to iterate skew tent map for M × N times to obtain a sequence Z = {z1, 
z2, …, z M×N} Then calculate the pixel value of cipher image:

•	 Here c0 is a given constant and {c1, c2, …, cM×N} is the final cipher vector. The inverse 
formula can be described as following:

•	 Frames Decryption

The decryption procedure includes four steps.

•	 Iterate Eq. 10 and Eq. 11 to get {∅1, ∅2, …, ∅ M×N} and calculate D = {D1, D2, …, DM×N} 
by Eq. 13

•	 Use Pi′ Eq. to obtain P′ = p`1, p`2,.., p` M×N

•	 Calculate the initial condition x0 by P`j which equals to pj a regenerate the P-box T.
•	 Remove the effect of permutation from P ̀ by performing the reverse operation of 

permutation with the P-box T. Finally, the plaintext P is recovered.
•	 In this encryption process, the key stream is obviously related to the plain I-frames. 

The framework of decryption procedure as shown in Fig. 4.

(11)∅i = floor(560× zi)

(12)ci = ci−1 ⊕ ∅i ⊕mod(Di + ∅i, 560)

(13)Di =
{

ci ⊕ ci−1 ⊕ ∅i − ∅iif α ≥ ∅i
560+ (ci ⊕ ci−1 ⊕ ∅i − ∅i), if α < ∅i

Fig. 4   framework of video decryption procedure.



Page 12 of 22El‑den et al. EURASIP Journal on Advances in Signal Processing         (2023) 2023:40 

6 � Results & discussion
Histograms, information entropy, correlation, and sensitivity analysis of nearby pixels 
(horizontal, vertical, and diagonal) from basic and cryptographic frames, UACI, as well 
as NPCR, are all used to evaluate the performance and security of the suggested method. 
Compared to previous methods, the suggested algorithm is resistant to attacks from 
clipping, salt-and-pepper noise, and speckle noise rotation.

Statistical attacks should be resistant against a solid permutation and diffusion-based 
video encryption method. Through some statistical analysis, the performance of the sug-
gested video encryption algorithm is carefully assessed in this section.

6.1 � Encryption results

The computer used in the practical test had several features, including an 16.0 GB RAM, 
an Intel(R) Core(TM) i7-10750H CPU @ 2.60 GHz 2.59 GHz, and an operating system 
of Windows 10 Pro. Video stream features are video type H.264, length of Video is 5.6 
Seconds, Num. of Frames 166 frames, Num. of frames per second 30fps, frame M × N 
is 560 × 320 px, Num. of I-frames are 42 I-frame. The one sample of the selected plain 
frame and the encrypted frame using the proposed algorithm as shown in Fig. 5. Here, 
parameters are (y1, y2, y3) = (0.9487, 0.5192, 0.7538) and (d, d0, q) = (0.27, 0.13, 0.57).

6.2 � Histogram analysis

By showing the number of pixels at each grayscale level, the histogram of an image 
shows how pixels are distributed. A good encryption technique should conceal the plain 
image’s spreading character and prevent information leakage. Therefore, a cipher image’s 
ideal histogram should have a uniform distribution. The suggested algorithm’s histo-
grams for the plain picture and encrypted image are contrasted in Fig. 6. The outcome 
shows that the encrypted image’s histogram has a relatively uniform distribution.

6.3 � Correlation of adjacent pixels

Original frames with significant visual content consistently have a high correlation 
between adjacent pixels. To produce scrambled frames with a high degree of correlation 
between neighboring pixels and be more resistant to statistical attacks, a trustworthy 
video scrambling algorithm should therefore avoid this problem. Figure 7 displays the 
distribution of nearby pixels for plain and scrambled frames. It has been demonstrated 
that the high connection between adjacent pixels in a straightforward frame drastically 
decreases after scrambling. Next, between the plain image and the cryptographic frame, 

Fig. 5  a The original frame (b) the encrypted frame (c) the decrypted frame
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randomly choose 1,000 pairings of two adjacent pixels (horizontal, vertical, diagonal), 
and then calculate the coefficient for each pair according to Fig. 7.

Here, x and y denote gray-scale values of two adjacent pixels.

6.4 � Information entropy

In information theory, the most significant aspect of randomness and irrationality is 
information entropy. Use Eq. 16 to determine the entropy H(s) of the message source s.

(14)Cov
(

x, y
)

=
1

N

N
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i=1

(xi − E(x))
(

yi − E
(

y
))

(15)rxy =
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(

x, y
)

√
D(x).

√

D
(

y
)

(16)H(s) =
2N−1
∑

i=0

p(si)log2
1

p(si)

Fig. 6  a Histogram of original FRAME, (b) histogram of Encrypted frame

Fig. 7  a–c Correlation of adjacent pixels in (vertical, horizontal, diagonal) from plain & cipher frames



Page 14 of 22El‑den et al. EURASIP Journal on Advances in Signal Processing         (2023) 2023:40 

where (si) is the likelihood that si will appear in message s. The ideal entropy value is 8. 
For the three encrypted photos using the suggested method in Table 1, the computed 
information entropy is extremely near to 8. This indicates that there is little information 
loss during encryption and that the encryption scheme is safe from entropy attacks.

Table 2 illustrates that the information entropy of the proposed algorithm based on 
even symmetric chaotic and skewed maps compared to Hitzl-Zele and Tinkerbell maps 
[20], Chaotic maps [19], 4-D hyperchaotic [17], RSVE [29] Arnold Algorithm, and 
Scramble chaotic. All the entropy outcomes of the proposed algorithm are contrasted 
with those from alternative encryption techniques. So, the proposed scheme is immune 
and resistant against entropy attacks.

6.5 � Sensitivity analysis

A good video coding technique must be sensitive to both key and plain images to with-
stand differential and brute-force attacks. Two of the most common sensitivity tests, 
NPCR (Number of Pixel Change Range) and UACI (Unified Average Changing Inten-
sity), look at changes in the area between two frames. If c1(i,j) and c2(i,j) denote the two 
images 1 ≤ i ≤ M,1 ≤ i ≤ N, respectively, then the determination of NPCR and UACI by 
using the following equations [31].

6.6 � Key sensitivity

This feature allows us to observe the sensitivity of the cryptosystem’s keys. With a slightly 
altered key, a completely different I cipher frame is produced. After encrypting plain 
frames, the encrypted frames are decrypted using a slightly different key. The decoding 
outcome is displayed in Fig.  5. The cipher frame cannot be correctly decrypted with-
out the right key. Table 3 compares both NPCR and UACI results using the suggested 
algorithm with some existing works. More than 99% of the pixels in the encrypted 
image alter their gray value when the key changes significantly, according to NPCR and 
UACI computations across cryptographic frames with slightly different keys in Table 3. 
Because of this, the suggested approach offers excellent key sensitivity.

6.7 � Plaintext sensitivity

Small changes in plaintext can lead to large changes in the cryptographic framework 
called plaintext confidentiality. To thwart differential attacks, an effective cryptographic 
technique must be sensitive to the plaintext. Randomly select one pixel from each of 
the three video frames (Video 1, 2, and 3) and change its value slightly. Two rounds of 
encryption are performed in a simple frame to improve performance. Next, determine 
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the NPCR and UACI for each pair of crypto frames. According to Table  3, after two 
rounds of encryption, a single pixel difference in a simple frame can result in a pixel 
change of over 99% of the encrypted frame as shown in Tables 4, 5.

7 � Noise and attacks

•	 Chosen-plaintext attacks: It is acceptable for a plaintext attacker to have access to a 
collection of plaintexts and use attacks like rotation and cropping. Noise could be a 
sporadic type of video.  It might be visible in the video as the effects of fundamen-
tal physics, such as the photon nature of light or thermal energy inside the picture 
sensors. It could create media when recording or transmitting a video. Because of 
the noise, the pixels inside the frames look at a range of intensities rather than as 
their actual values. Calculating noise ejection is a technique for removing or reduc-
ing noise from frames. The noise evacuation algorithms smooth the entire frame and 
clear out ranges close to contrast limits to reduce or evacuate the perceptibility of 
noise. Consequently, it can identify specific types of noise and use a variety of tech-
niques to eliminate it. There are several types of image noise, including motivation 
noise (also known as salt-and-pepper noise), amplifier noise (also known as Gauss-
ian noise), shot noise, quantization noise (also known as uniform noise), film grain, 
on-isotropic noise, multiplicative noise (also known as sparkle noise), and periodic 
noise.

•	 Effect of salt and pepper noise: This kind of noise is often referred to as impulse noise 
[32]. Other synonyms include independent noise, random noise, and spike noise. As 
a result of this noise, which is also known as salt and pepper noise, black and white 
dots emerge in the frame [33]. Sharp and rapid fluctuations in the frame signal cause 
this noise to appear in the frame. By using a median filter, the impact of salt and pep-
per noise is reduced. Before and after the median filter, calculate the peak signal-to-
noise ratio (PSNR), signal-to-noise ratio (SNR), mean square error (MSE), and cor-
relation coefficient of the frame with salt and pepper noise as shown in Table 6. The 
proposed scheme performs better compared with the existing chaotic maps in [1, 
19].

•	 Effect of Gaussian noise: The nature of this noise model is additive [34] and it has a 
Gaussian distribution. In other words, the genuine pixel value and a random, Gauss-
ian-distributed noise value are added together to form each pixel in the noisy image. 
The intensity of the pixel value at each place has no bearing on the noise. The mean 
and standard deviation, respectively, are the Gaussian distribution noise in the frame. 
Table  7, "Correlation Coefficient of Frame with Gaussian Noise Before and After 
Gaussian Filter," calculates the (PSNR), (SNR), and (MSE).

•	 Effect of speckle noise: In frames, speckle noise is both random and deterministic. 
Video frames are negatively affected by speckle. Due to interference from both 
constructive and destructive sources, the frames of a generally uniform object 
with several scattering sources within a resolution cell will have pixel values that 
change arbitrarily with the position. The main cause of certain frames becoming 



Page 16 of 22El‑den et al. EURASIP Journal on Advances in Signal Processing         (2023) 2023:40 

faulty is speckle noise. It is granularly patterned multiplicative noise. Speckle noise 
has the characteristics of being a multiplicative noise that is directly proportional 
to the local gray level in any given location. In terms of statistics, the signal and 
the noise are independent. A single pixel’s sample mean and variance are the same 

Fig. 8  A The rotational attack of original I-frame, b The magnitude spectrum of original I-frame. C The 
magnitude spectrum of encrypted rotational I-frame d Encrypted the rotational I-frame original I-frame

Table 1  The information entropy by the proposed method in different videos

Video The information entropy by the proposed method

Original frame Encrypted frame

Video (1) 7.6153 7.9978

Video (2) 7.4271 7.9950

Video (3) 7.2043 7.9913

Table 2  The information entropy by the proposed method in different videos

Algorithm MVEA 
[30]

Hitzl-Zele 
map and 
Tinkerbell 
[20]

Chaotic 
maps 
[19]

4-D 
hyperchaotic 
[17]

RSVE 
[29]

Arnold 
Algorithm

Scramble 
chaotic

Proposed 
Algorithm

Entropy 7.9673 7.5993386 7.2785 7.9899 7.6519 7.9271 7.9967 7.9978
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as the mean and variance of the surrounding area, [31]. Table  8 computes cor-
relation, MSE, PSNR, and SNR. Speckle coefficient for a frame with Speckle noise 
before and after median filter [30, 35].

Table 3  The number of pixels changes range and unified average changing intensity

Algorithm Number of pixels change range and unified 
average changing intensity

NPCR % UACI %

Proposed Algorithm 99.60 33.462

Hitzl-Zele map and Tinkerbell [20] 99.60 –

Chaotic maps [19] 99.803 35.4426

ChaCha20 [23] 99.3 33.71

Table 4  Number of pixels change range and unified average changing intensity for i-frames with 
different keys

Different keys Number of pixels change range and unified average 
changing intensity

NPCR % UNCI %

D * 10–10 99.55 33.55

Y1 * 10–10 99.58 33.68

Q * 10–10 99.23 33.74

Table 5  Number of pixels change range and unified average changing intensity for I-frames with 
different Keys

Different videos Number of pixels change range and unified average 
changing intensity

NPCR % UACI %

Video (1) 99.60 33.46

Video (2) 99.42 33.55

Video (3) 99.55 33.47

Table 6  Salt and pepper noise

Parameters Proposed algorithm Logistic chaotic 
map [1]

Chaotic 
maps 
[19]Before median 

filter
Apply median filter

PSNR 28.3400 39.1679 11.96 33.58

MSE 95.2969 9.9150 4.14× 10
3 –

Correlation Coef‑
ficient

0.9857 0.9985 0.0932 –
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•	 Rotational attacks: Appropriate selection weights and learning rates considerably 
limit the impact of rotation on video frames [36, 37]. The experimental findings 
demonstrate the algorithm’s resistance to rotational attack as shown in Fig. 8.

•	 Channel attacks: After the proposed technique was successfully implemented, this 
research carried out an attack on the encrypted file such that, upon decryption, the 
user received the file in a format that was incomprehensible to humans, allowing 
hackers to carry out attacks on encrypted frames to compromise data. An example 
of channel attacks is the effects of Paper and Salt before the receiver can view the 
video after channel transmission receives the video, the video can be subjected to 
background sounds like salt and pepper creaking. Show the results of the parameters 
before in Tables 9, 10 the filters. Table 11 displays the parameters’ results after the 
application median filter [37, 38].

Table 7  Gaussian noise with Gaussian filter

Parameters Gaussian noise

Proposed algorithm Apply 
Gaussian 
filter

PSNR 20.2051 28.5486

MSE 620.2537 90.8276

Correlation Coefficient 0.9155 0.9867

Table 8  Speckle noise

Parameters Proposed algorithm

Before median filter Apply 
median 
Filter

PSNR 35.3400 37.1327

MSE 55.2969 31.6092

Correlation Coefficient 0.9894 0.9952

Table 9  Features of encryption and decryption frames and elapsed time for traditional techniques 
and proposed technique

Parameter MVEA [30] Arnold 
algorithm

Scramble 
chaotic

Hitzl-Zele map 
and Tinkerbell 
[20]

Proposed 
algorithm

No. of frame 166 166 166 166 166

Size of frame 320px × 560px 320px × 560px 320px × 560px 320px × 560px 320px × 560px

Encrypt time (Sec) 28.93512 20.1459 22.1456 197 18.1513

Decrypt time 
(Sec)

25.17515 49.8718 19.1106 20.7021
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8 � Comparison of proposed technique with existing algorithms
8.1 � Encryption time for the proposed algorithm & Existing Algorithms

The performance of the suggested technique will now be compared to the most widely 
used techniques already in use. The time analysis of several algorithms is quantified in 
the table that is provided below. Using the MVEA, Arnold Algorithm, and Scramble 
chaotic and suggested technique, the same video H. 264 file that was previously uti-
lized is encrypted in this case. Table 9 shows the characteristics of the encryption and 
decryption frames as well as the amount of time taken for the previously used and 
newly proposed methods.

8.2 � Compare the effect of noises

The effectiveness of the suggested approach against noises and attacks will be eval-
uated against the most well-liked existing techniques. After the noise has been dis-
closed, Table 10 will quantify the PSNR, MSE, and correlation coefficient analyses of 
several techniques.

Table 10  Density before applying a median filter

Parameter Attacks Density before the apply median filter

MVEA [30] Arnold algorithm Scramble chaotic Proposed 
algorithm

PSNR Salt & pepper 26.7321 27.7735 28.300 28.3400

MSE 100.529 108.5744 95. 969 95.2969

Correlation 
Coefficient

0.9895 0.9836 0.9850 0.9857

PSNR Speckle noise 27.6897 29.6668 27.3741 35.3400

MSE 75.7536 70.2106 101.1936 55.2969

Correlation 
Coefficient

0.9796 0.9836 0.9864 0.9894

Table 11  Density after applying a median filter

Parameter Attacks Density after applying a median filter

MVEA [30] Arnold algorithm Scramble chaotic Proposed 
algorithm

PSNR Salt & pepper 39.6792 34.6957 38.1923 39.1679

MSE 9.9550 22.0549 9.9160 9.9150

Correlation 
Coefficient

0.9975 0.9966 0.9965 0.9985

PSNR Speckle noise 34.7231 31.7462 32.1345 37.1327

MSE 33.4945 43.4969 40.4322 31.6092

Correlation 
Coefficient

0.9943 0.9933 0.9941 0.9952
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8.3 � Compare the effects of noises after applying the median filter

The performance of the suggested strategy and the most well-liked existing tech-
niques can be improved by applying a median filter. The performance of PSNR, MSE, 
and correlation coefficient is shown in Table 11. When it is greater than 40, PSNR is 
good. When the value is zero, MSE has an excellent value. When the correlation coef-
ficient is more than one, it has a good value. The PSNR, MSE, and correlation coeffi-
cient values of the suggested algorithm are the best.

8.4 � Computational and complexity analysis

The computational and complexity analysis has been discussed in this section. One 
of the major challenges in applying real-time cryptographic schemes to various video 
types is the encryption and decryption of entire video frames. The proposed scheme 
in this paper contributes to mitigating this problem by reducing the computational 
complexity of the encryption scheme based on selecting the encryption frame. Only 
the sensitive parts will be encrypted. This technique resulted in a low computational 
complexity of the cryptographic scheme. Finally, the proposed encryption scheme 
reduces encryption computational complexity while increasing encryption speed. The 
complexity of the proposed algorithm is defined by the computations and iterations 
of the encryption/decryption calculations. Considering the linear computation of 
every iteration, for pixel encryption and decryption of every frame, the total complex-
ity of every frame is �

(

n2
)

 meaning the proposed algorithm depends on the rows and 
columns of every frame (frame width and frame height) and also it depends on the 
number of frames as shown in Table 9.

9 � Conclusions
This research suggested a novel image encryption method based on compound cha-
otic maps. The technique uses a skew tent map, two even symmetric chaotic maps, 
and a permutation-diffusion architecture to shuffle and disperse the pixels in a plain 
image. The scheme’s key space is sufficiently wide to fend off brute-force assaults, and 
the cipher frames are shielded from statistical attacks by the scheme’s strong statis-
tical features. The suggested technique, however, has a high sensitivity to both key 
and plaintext. The known-plaintext and chosen-plaintext attacks can be thwarted by 
this approach because the key stream and cipher frames are connected to the key and 
plain frames. The technique is trustworthy to be utilized for the secure video commu-
nication application, according to optimistic results.
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