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Abstract

One important issue in radar jamming is the effect of inaccuracies in the radar position, which leads to a number of
false targets entering the reference window of the constant false alarm ratio (CFAR) detector to reduce greatly. In
this paper, two cooperative jamming methods specifically developed for a pulse compression radar with a CFAR
detector are proposed with the aim of increasing the number of false targets when there is uncertainty regarding
the radar position. First, several key parameters of the false targets are derived based on the principle of CFAR
detection. Then, the principle, which takes advantage of two cooperative jamming methods to achieve a
distribution of multiple false targets, is described. Finally, the influence of radar’s uncertain position on the two
cooperative jamming methods is simulated and analyzed in detail. The simulation result shows that both jamming
methods can effectively reduce the radar’s recognition rate, but there is a large difference when different
interference modes are used by jammers. The obtained conclusion provides guidance for the practical application
of cooperative jamming against pulse compression radar.
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1 Introduction
In radar detection, the returned signals from radar tar-
gets are often buried in nonstationary noise, clutter, and
interference. Classical detection using a fixed threshold
is no longer applicable due to the nonstationary nature
of the background. To obtain a predictable and consist-
ent performance, a radar system designer usually prefers
a constant false alarm rate (CFAR) [1].
Two of the major CFAR detectors are the cell aver-

aging (CA) CFAR and the orderly statistics (OS) CFAR
[2]. The first detector (CA-CFAR) is the optimum CFAR
processor in a homogeneous background, but it has se-
verely degraded performance on the clutter edge and
with interfering targets’ echoes [3, 4]. Hence, the
OS-CFAR has been proposed to alleviate the problem
caused by a nonhomogeneous background [5]. The
OS-CFAR trades a small loss in detection performance
relative to the CA-CFAR in ideal conditions for much
less performance degradation in non-ideal conditions;
this trade has been simulated by Blake [6].

A detector, especially an OS-CFAR detector, has a very
strong anti-interference capability, which causes significant
issues for the interferer [1, 2]. Methods for deceiving pulse
compression radar equipped with a CFAR detector have
received increased attention in the recent past. The impact
of interrupted-sampling repeater jamming on a radar using
constant false alarm rate detection was analyzed in [7].
Specifically, the detection costs of CA-CFAR, OS-CFAR,
and censored mean lever detector (CMLD) CFAR detec-
tors for active decoy using jamming were analyzed. To
evaluate the radar detection performance in a situation
with multiple false targets, Fang et al. [8] analyzed typical
CFAR detectors in an interfering target background. Un-
fortunately, specialized jamming methods against CFAR
detectors were not proposed in [7] or [8]. To solve this
problem, a multiple-false-target jamming method against a
linear frequency modulation (LFM) pulse compression
radar with a mean level (ML) CFAR detector was proposed
in [9, 10]. Most of the mentioned studies have focused on
CA-CFAR detectors. There are currently few specialized
jamming techniques for OS-CFAR detectors, which are
designed for multiple false targets.
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Radar jamming technology is in high demand because
it is indispensable for counteracting the pulse compres-
sion gain of the victim radars. As a result, the radar pa-
rameters and the environment are often idealized during
the process of jamming research. In fact, it is inevitable
that there is an uncertainty in the radar position, which
is obtained through electronic reconnaissance. The
number of false targets entering the reference window of
the CFAR detector is greatly reduced when there are in-
accuracies in the radar position. At this time, the signifi-
cant disadvantage of jamming generated by a single
jammer is revealed. Existing ECMs are mostly classified
into barrage jamming and deception jamming. Noise
barrage jamming is not sensitive to the radar’s uncertain
position, but it is difficult for noise barrage jamming
generated by a single jammer to obtain an effective pulse
compression gain in the pulse compression radar [11].
Additionally, it is necessary to add the number of the
jammers to increase the power of noise barrage jam-
ming. Coherent deception jamming based on DRFM can
achieve a high pulse compression gain [12], but it is sen-
sitive to the radar’s uncertain position. According to the
law of conservation of energy, simply increasing the
number of false targets with a single jammer will cause a
decrease in the jamming power. To increase the number
of false targets, cooperative jamming generated by mul-
tiple jammers is required.
Cooperative jamming is a cooperative countermeasure

technology. It was developed based on UAV airborne
jammers, missiles, or balloon-borne jammers. Since
2000, the Defense Advanced Research Projects Agency
(DARPA) has successively proposed low-cost UAV clus-
tering technologies (LOCUST), such as Wolfpack elec-
tronic warfare technology [13], the Gremlins programme
[14], and offensive swarm-enabled tactics (OFFSET)
[15]. The key technologies, such as an unmanned cluster
self-organizing network, formation control, and launch
recycling, have been demonstrated by DARPA, the US
Air Force Research Laboratory (AFRL), and the US De-
partment of Defense (DoD) [16], thus providing techno-
logical support for cooperative jamming. Currently,
research on cooperative jamming is mainly focused on
two aspects: multi-UAV phantom tracks and
multi-jammer power partitioning. Some initial concepts
for generating coherent radar phantom tracks using co-
operating vehicles were introduced in [17]. Subse-
quently, the flyable ranges for an ECAV for the same
class of phantom tracks were developed by Purvis et al.
[18] and generalized bounds were presented for initial
conditions. Recently, an optimal ECAV and coherent
phantom track mission were designed considering high
dimensionality and geometric constraints [19]. To solve
the power partitioning problem for cooperative elec-
tronic jamming, a simulated annealing algorithm (SA)

[20], two-person zero-sum game theory (TPZS) [21],
and improved genetic algorithms (IGA) [22] have been
proposed to distribute jamming power to radars. A co-
herent phantom track is another active area of coopera-
tive jamming research [23, 24].
Based on the previous analysis, most cooperative jam-

ming studies focus on the resource allocation problem,
but there is currently little specialized analysis for co-
operative jamming against pulse compression radar
based on CFAR. Considering the fact that there is a
radar uncertain position in practice, we propose two co-
operative jamming methods specifically for pulse com-
pression radar with a CFAR detector. Subsequently, the
key parameters, such as the number and the power of
the false targets, are derived based on the detection
principle of the CFAR. In the simulation section, the
performances of different interference modes in the
CA-CFAR and OS-CFAR are analyzed when there is un-
certainty in the radar position. Then, the required power
or number of the cooperative jamming is calculated.
The contributions of the paper can be summarized as:

(1) We propose two cooperative jamming methods
specifically for the pulse compression radar with a
CFAR detector.

(2) We consider the effect of radar position
inaccuracies on radar jamming and calculate the
required power or amount of cooperative jamming
with the presence of a radar uncertain position.

(3) Performances of cooperative jamming with different
interference modes in CFAR, especially in OS-
CFAR, are analyzed. The obtained conclusion pro-
vides guidance for the practical application of co-
operative jamming against pulse compression radar.

The remainder of the paper is organized as follows.
First, the model of the CFAR detection is deduced based
on cooperative jamming. In Section 2, according to the
definition and classification of cooperative jamming, two
methods of generating cooperative jamming are pro-
posed. In Section 3, a theoretical analysis and computer
simulation justify the methods’ validity and efficiency. Fi-
nally, Section 4 concludes the paper.

2 Model description
2.1 Analysis of OS-CFAR processors
Radar uses different CFAR detectors depending on the
detection environment. The CA-CFAR processor has a
maximum detection probability in a homogeneous back-
ground. It exhibits severe performance degradation in
the presence of an interfering target. OS-CFAR is rela-
tively immune to the presence of interfering targets
among the reference cells [6]. The various modifications
of CA-CFAR and OS-CFAR detectors considered in this

Liu and Li EURASIP Journal on Advances in Signal Processing         (2018) 2018:69 Page 2 of 12



paper are shown in Fig. 1. Two reference windows (Y1,
Y2) are formed from the sum of R/2 cell outputs on the
leading and lagging side of the test cell. The output of
the selection logic is the sum of the two window outputs
in the CA-CFAR, and the kth largest output in the
OS-CFAR.
In a general CFAR detection scheme, the square-law de-

tected video range samples are sent serially into a shift
register of length R + 1 as shown in Fig. l. The statistic Z,
which is proportional to the estimate of noise or the inter-
ference target power, is formed by processing the contents
of R reference cells surrounding the test cell containing D.
A target is declared to be present if D exceeds the thresh-
old αZ. Here, α is a constant scale factor used to achieve a
desired constant false alarm probability for a given window
of size R when the total background noise is homogeneous.
From [1, 2], the false alarm probabilities of the

CA-CFAR and OS-CFAR in a homogeneous background
can be written as

PFA;CA ¼ 1þ αð Þ−R ð1Þ

ln PFA;OS
� � ¼ f α;R;Kð Þ− f 0;R;Kð Þ ð2Þ

The variable K is the rank of the cell whose input is
selected to determine the threshold of the OS-CFAR.
According to [25], the following function is defined

f α;R;Kð Þ ¼ ln
R−K þ αð Þ!
Rþ αð Þ!

� �
≈ αþ R−K þ 1=2ð Þ ln αþ R−Kð Þ
− αþ Rþ 1=2ð Þ ln αþ Rð Þ þ

K
12 αþ R−Kð Þ αþ Rð Þ þ K

ð3Þ

Similarly, the detection probabilities of the CA-CFAR
and OS-CFAR as a function of the signal-to-noise ratio
(SNR) can be written as

PD;CA ¼ 1þ αDð Þ−R ð4Þ

ln PD;OS
� � ¼ f αD;R;Kð Þ− f 0;R;Kð Þ ð5Þ

where

αD ¼ α= 1þ SNRð Þ ð6Þ
Assuming there are r units in the reference cells occu-

pied by the interference targets, the presence of interfering
target returns among the reference cells raises the thresh-
old and the detection of the primary target becomes ser-
iously degraded. According to (1) and (2), the new false
alarm probabilities of the CA-CFAR and OS-CFAR in a
multiple-false-target background can be written as

P J ;FA;CA ¼ 1þ αð Þ−r 1þ α
1þ χ j

 !r−R

ð7Þ

ln P J ;FA;OS
� � ¼ f α 1þ χ jK

� �
;R;K

� �
− f 0;R;Kð Þ ð8Þ

where χj is the average interference-to-noise ratio (INR)
of the false targets among the CA-CFAR reference cells
and χjK is the INR of the kth largest output of the OS-
CFAR. Similarly, according to (4) and (5), the new detec-
tion probabilities of the CA-CFAR and OS-CFAR are
obtained by replacing α with αD. Thus

P J ;D;CA ¼ 1þ αD 1þ χ j

� �� �−r
1þ αDð Þr−R ð9Þ

ln P J ;D;OS
� � ¼ f αD 1þ χ jK

� �
;R;K

� �
− f 0;R;Kð Þ

ð10Þ

2.2 The jamming parameters setting requirements
In a homogeneous environment, only the noise inside
the radar receiver is considered. According to the radar
equation, the SNR of the target can be calculated as

Fig. 1 Block diagram of the CA-CFAR and OS-CFAR processors

Liu and Li EURASIP Journal on Advances in Signal Processing         (2018) 2018:69 Page 3 of 12



SNR ¼ PtGtGrλ
2σD

4πð Þ3R4
t kT0BrFLt

ð11Þ

where Pt is the radar’s transmission power, Gt and Gr are
the radar antenna transmission and reception gains, re-
spectively, λ is the radar signal wavelength, σ is the tar-
get RCS, D is the pulse compression ratio, Rt is the
distance from the radar to the target, k is the Boltzmann
constant, T0 is the effective noise temperature, Br and F
are the receiver bandwidth and noise figures, respect-
ively, and Lt is the radar feeders and atmospheric losses.
It is assumed that the jammers are independent of one

another and that the interference signal powers are linearly
superimposed at the radar receiver. According to the jam-
ming equation in [22], the total INR can be calculated as

χ j ¼
Xn
i¼1

PjiGjiGri θið Þλ2Dji

4πð Þ2R2
jikT0Br Fγ jiLji

ð12Þ

where Pji is the ith jammer transmission power, Rji is the
distance from the radar to the ith jammer, γji is the
polarization mismatch factor, and Lji contains jammer
feeders and atmospheric losses, etc., Gji is the jammer
antenna transmission gain, Gri(θi) is the gain of the radar
antenna on the ith jammer, and Gri(θi) can be calculated
by the following empirical formula

Gr θið Þ ¼

Gr θið Þ 0≤ θij j < θi0:5
2

� �

K 1
θi0:5
θi

� �
� Gr

θi0:5
2

≤ θij j < π
2

� �

K 1
2θi0:5
π

� �
� Gr

π
2
≤ θij j < π

� �

8>>>>>><
>>>>>>:

ð13Þ
where θi0.5 is the radar half-power beam width and θi is
the angle between the ith jammer and the line from the
radar to the target. K1 is a constant, which for high-gain
antennas generally has a value from 0.07 to 0.10, and for
low-gain antennas the value ranges from 0.04 to 0.06.

For the given false probability and detector parame-
ters in (6)–(10), in order to reduce the radar detection
probability to a pre-set value, the INR in (12) must
meet certain requirements. It can be seen from (12)
that the INR is mainly affected by the number of jam-
mers, the transmitted power, and the matched gain of
the interference signals, which can be achieved by
selecting different interference coordination methods
and interference modes.
According to the above concepts, the steps for setting

the jammers’ parameters can be derived as follows:

Step 1. Calculate the SNR of the target echo via (11)
with the assumption that the radar parameters have
been detected.
Step 2. Calculate the INR under two detection modes
via (6)–(10). In this step, it is assumed that the false
alarm probability, the pre-set minimum detection prob-
ability, and the detector parameters are known.
Step 3. Calculate the number of jammers, the
transmitted power, and the matched gain of the
interference signals in (12) by selecting different
interference coordination methods and interference
modes.

Figure 2 shows the block diagram of the above steps.

3 Cooperative jamming
Cooperative jamming is an efficient interference method for
the target, in which multiple jammers are organized to work
together in a certain pattern [26]. According to the different
situations in a cooperative jamming implementation
strategy, cooperative jamming can be divided into
power-cooperative jamming and time-cooperative jamming.
Cooperative jamming is generally generated by

small-scale jammers, which have limited power. There will
be a radar uncertain position in the actual interference
process. From the previous analysis, jamming against pulse
compression radar with a single jammer has a significant
disadvantage when there is radar position inaccuracy. In

Fig. 2 Block diagram of jamming parameters
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this case, multiple jammers are required to implement bar-
rage jamming on the same area to increase the barrage
power. The kind of cooperative interference mentioned
above is called power-cooperative jamming.
Modern radars generally have characteristics such as a

multi-beam, wide frequency band, and high power, with an-
tennas that can simultaneously scan large areas of airspace.
Therefore, multiple jammers need to consider the
time-cooperative jamming problem in adjacent areas. The
multi-directional false targets generated by electronic com-
bat air vehicles in different airspaces and at different azi-
muths make it difficult for radar systems to detect real
targets in the cover corridor. From the above analysis, it can
be concluded that the goal of time-cooperative jamming is
to increase the total interference time to increase the inter-
ference barrage area during the entire interference process.

3.1 Power-cooperative jamming
Power-cooperative jamming generated by two jammers is
shown in Fig. 3, when there is a radar uncertain position.
It can be seen from (12) that χj is mainly affected by

the jammers’ transmitter power and the matched gain of
the jamming signals. It is generally believed that the
transmitter power is fixed after the type of jammer to be
used is determined. The following content mainly ana-
lyzes the matched gains of different interference modes
after being matched by radar and considers the influence
of different interference modes on the radar detection
probability when a position error is involved.
The pulse compression gains of common interference

modes are not analyzed in this paper because of limited
space. For a detailed analysis, one can refer to [22, 27].
This article only lists the results in Table 1.
Referring to Table 1, noise frequency modulation jam-

ming generally has a large barrage range for radar. In
the presence of a radar uncertain position, the interfer-
ence signal can also cover the reference window of the
radar’s CFAR detector, but the interference signal power

is small. In this situation, increasing the number of jam-
mers in the radar main lobe increases the interference
power, so the probability of radar detection is reduced.
For smart noise convolution jamming, the longer the

noise duration is, the greater the barrage range for the
radar and the smaller the pulse compression gain. Simi-
lar to noise frequency modulation jamming, smart noise
convolution jamming is insensitive to radar uncertain
position. To maintain the balance between noise power
and barrage range, we can increase the INR by increas-
ing the number of jammers when the noise duration is
large. When the noise duration is small, the position of
the jammer can be adjusted to compensate for the lack
of interference barrage range.
Due to the time-frequency coupling of LFM signals,

interrupted-sampling and periodic repeater jamming can
be regarded as types of interference that are sent back to
the radar with different time delays. The number of pri-
mary false targets generated by interrupted-sampling
and periodic repeater jamming is not only related to the
pulse width but also related to the sampling duration
and the transmitting duration. The following presents a
detailed analysis of this issue.
Assume that the number of false targets generated by

the jammer is M, the interval of the false targets is the
same Δd, and the barrage range of interference is ΔD
= (M − 1)Δd. Assume that the radar uncertain position is

Fig. 3 Power-cooperative jamming generated by two jammers

Table 1 The pulse compression gains of different interference
modes

Jamming modes Pulse compression gains

Noise frequency modulation jamming Tn/Tn + T

Smart noise convolution jamming Tn + T/Tn + 1/B

Interrupted-sampling and
periodic repeater jamming

η2BT

Note: T is the pulse duration, Tn is the noise duration, B is the bandwidth,
and η is the duty ratio of the sampling signal
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Δr, and the length of the reference cell is L. From the
analysis in Section 2.1, we know that a CA-CFAR de-
tector is sensitive to the number of false targets. The
change in the number of false targets in the reference
window will have a significant impact on the CA-CFAR
detector. According to [6], the performance of the
OS-CFAR detector degrades rapidly when the number
of false targets in the reference cells satisfies M ≥ R − K.
The impact of the false targets on the two detectors is
analyzed with the change in the barrage range ΔD when
there is a radar uncertain position.
Case 1: ΔD ≥ (R + 1)L +Δr
In this case, the radar uncertain position does not

affect the number of false targets in the reference win-
dow and does not affect the detection result of the two
detectors.
Case 2: (R + 1)L ≤ ΔD ≤ (R + 1)L +Δr
When Δr ≤ ΔD − (R + 1)L, the radar uncertain position

does not affect the number of false targets in the refer-
ence window, which has no effect on the detection result
of the two detectors.
As the radar uncertain position increases to ΔD − (R +

1)L < Δr ≤ ΔD − (R + 1)L + (M − 1 − (R − K))Δd, the num-
ber of false targets in the reference window decreases by

ceilðΔr−ΔDþðRþ1ÞL
Δd þ 1Þ . ceil(•) means rounding up to the

nearest integer. In this case, only the detection probabil-
ity of the CA-CFAR detector will decrease.
When Δr > ΔD − (R + 1)L + (M − 1 − (R − K))Δd, the

number of false targets in the reference window is less
than R − K, and the detection probability of the two de-
tectors will decrease.
Case 3: ΔD ≤ (R + 1)L
When Δr ≤ (R + 1)L − ΔD, the position error does not

affect the number of false targets in the reference win-
dow, which has no effect on the detection result of the
two detectors.
As the radar uncertain position increases to (R + 1)L

−ΔD < Δr ≤ (R + 1)L −ΔD + (M − 1 − (R − K))Δd, the

number of false targets in the reference window will de-
crease. In this case, only the detection probability of the
CA-CFAR detector will decrease.
As Δr > (R + 1)L −ΔD + (M − 1 − (R − K))Δd, the num-

ber of false targets in the reference window is less than
R − K, and the detection probability of the two detectors
will decrease.
For case 2 and case 3, the position of one of the jammers

can be used as a reference, and the number of false targets
in the reference window can be increased by adjusting the
distance of the other jammers. The maximum coverage of
the false targets generated by multiple jammers is

ΔDmax ¼
Xn
i¼1

MiΔdi ð14Þ

3.2 Time-cooperative jamming
It is difficult for a jammer to deceive radar in real time
due to the fast scanning speed of the radar antenna. To
increase the distribution range of the false targets in the
airspace during radar scanning, the airspace position of
the jammers should be reasonably arranged, and the
total interference time can be increased to achieve the
purpose of time-cooperative jamming.
Time-cooperative jamming can be divided into time-syn-

chronized cooperative jamming and time-circulating co-
operative jamming according to the different interference
durations of each jammer. Time-synchronized cooperative
jamming means that the radar would be simultaneously
deceived by each jammer during the penetration process.
Time-circulating cooperative jamming refers to the jam-
ming mode in which the radar would be deceived by each
jammer in turn, and the interference formed at the radar
spans the entire jamming period. The jammer is turned on
to deceive the radar when the protected target reaches the
vicinity of the jammer.
It can therefore be seen that the analysis of the

time-circulating cooperative jamming is similar to the

Fig. 4 Time-cooperative jamming generated by multiple jammers
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power-cooperative jamming when the entire time-circulat-
ing cooperative jamming process is divided. Therefore,
this paper mainly discusses selection of the jamming pa-
rameters and the radar’s detection performance when
using time-synchronized cooperative jamming.
Time-synchronized cooperative jamming generated by

multiple jammers is shown in Fig. 4.
In Fig. 4, θa is the target’s azimuth angle in the cover

corridor. θi is the azimuth difference between the ith jam-
mer and the i + 1th jammer. The distance difference from
the ith jammer to the i + 1th jammer can be calculated as

Si;iþ1 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
R2
i þ R2

iþ1−2RiRiþ1 cos θið Þ
q

ð15Þ

where Ri and Ri + 1 are the distances from the ith and i +
1th jammers to the radar, respectively. It is assumed that
the radar’s half-power beam width is θi0.5 in order to en-
sure that at least one jammer exists in each of the radar’s
beam widths. That is, θi ≤ θi0.5, the distance from the ith
jammer to the i + 1th jammer needs to be satisfied

Si;iþ1≤Si;iþ1 maxð Þ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
R2
i þ R2

iþ1−2RiRiþ1 cos θi0:5ð Þ
q

ð16Þ
When θi = θi0.5, the specific value of the jammer spa-

cing mainly depends on the position and shape of the
cover corridor.
Based on the azimuth angle, the expression of the jam-

mers’ number can be further deduced as

num ¼ ceil
θa
θi

� �
≥ceil

θa
θi0:5

� �
ð17Þ

4 Simulation results and discussion
4.1 Analysis of two detectors’ detection in a
homogeneous environment
According to (1), Table 2 lists the required scaling factor
α to obtain PFA, CA and R as the parameters of the
CA-CFAR.
According to (3) and (6), Fig. 5 lists the required scal-

ing factor α when R = 24 for the OS-CFAR.
The behavior of the scaling factor α of the

OS-CFAR detector is presented here as a function of
K as shown in Fig. 5. The curves are parametric in
the false alarm probability PFA, OS. We can see that

the scaling factor α increases as PFA, OS decreases.
The dip in the false alarm probability PFA, OS is
caused by an increase in the scaling factor α and the
parameter K.
In a homogeneous environment, according to (4)–(6),

when the false alarm probability PFA = 10−6, R = 24. The
performances of both CFAR systems are presented in
Fig. 6 with different K and SNR values.
The detection characteristics of the OS-CFAR de-

tector as a function of the primary target SNR, the
rank of the cell (K = 6, 12, 18), and the results are
shown in Fig. 6. For comparison, the CA-CFAR re-
sults are also shown in the same figure. Obviously,
the CA-CFAR detector has the largest detection prob-
ability at any SNR censoring value. Thus, the
CA-CFAR detector has better performance relative to
the OS-CFAR detector when the noise background is
homogeneous.

Table 2 Scaling factor α for CA-CFAR with PFA, CA and R

PFA, CA R = 8 R = 16 R = 24 R = 32

10−4 2.162 0.778 0.468 0.334

10−6 4.623 1.371 0.778 0.540

10−8 9.000 2.162 1.154 0.778

Fig. 5 Variation of the scaling factor α

Fig. 6 Performances of CA-CFAR and OS-CFAR detectors in a
homogeneous environment
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4.2 Analysis of two detectors’ detection in power-
cooperative jamming
In this section, it is assumed that the enemy radar parame-
ters have been accurately detected. The pulse compression
radar’s parameters in (11) are used, where Pt = 1.5 MW,
Gt =Gr = 30 dB, λ = 0.1 m, T = 50 μs, B = 10 MHz,
σ = 6 m2, T0 = 290 K, F = 3 dB, and Lt = 6 dB.
It is assumed that the initial distance between the

radar and the target Rt = 120 km and that the radar is
interfered by two identical jammers. The two jammers
arrive at the enemy radar with the target from far to
near using the jammers’ parameters in (12), where Gj =
10 dB, Lj = 10 dB, γj = 10 dB, and Pj = 100 W.
It is assumed that the number of the two detectors’ ref-

erence cells R = 24, the length of the reference cell L = 75
m, the probability of a false alarm PFA = 10−6, and the rank
of the representative cell in OS-CFAR K = 3/4R = 18.
In a homogeneous environment, Fig. 7 shows the de-

tection probability of the two detectors as a function of
distance with different K values.

In the following simulation, power-cooperative jamming
would be generated by two jammers with the three interfer-
ence modes in Table 1. The analysis of power-cooperative
jamming will be divided into three cases. In the first case,
the two jammers transmit noise frequency modulation
power-cooperative jamming signals. In the second case, the
two jammers transmit smart noise convolution
power-cooperative jamming signals. In the third case, the
two jammers transmit interrupted-sampling and periodic
repeater power-cooperative jamming signals.
Case 1: Noise frequency modulation power-cooperative

jamming
Figure 8 shows the detection probability at different dis-

tances with noise frequency modulation power-cooperative
jamming for noise durations Tn = 10 μs and Tn = 20 μs.
Comparing Fig. 8a and Fig. 8b with Fig. 7, it can be seen
that the noise FM interference improves the detection
threshold, and the detection probability of the two detec-
tors on the target are both reduced. However, noise
frequency modulation power-cooperative jamming cannot
achieve a coherent processing gain by the pulse compres-
sion radar, and the probability of detection of the two
detectors is still high. Therefore, it is necessary to increase
the number of jammers and the jammers’ power when
simply implementing noise frequency modulation power
-cooperative jamming.
Case 2: Smart noise convolution power-cooperative

jamming
Smart noise convolution power-cooperative jamming

has both noise jamming and coherent jamming character-
istics. Comparing the simulation results from case 1 and
case 2, the smart noise convolution power-cooperative
jamming has a better interference effect than the noise fre-
quency modulation power-cooperative jamming for the
same noise duration.
From the theoretical analysis in Table 1, we know that

the longer the noise duration of the smart noise convo-
lution jamming is, the larger the barrage range of the

Fig. 7 Probability of detection for different distances without an
interfering target

(a) (b)
Fig. 8 Effect of noise frequency modulation power-cooperative jamming on two detectors’ performances. a Noise duration Tn = 10 μs. b Noise
duration Tn = 20 μs
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smart convolution jamming is to the radar, while the
pulse compression gain is simultaneously reduced. The
simulation results in Fig. 9a and Fig. 9b are consistent
with the theoretical analysis.
Case 3: Interrupted-sampling and periodic repeater

power-cooperative jamming
It is assumed that the sampling periods of the two

jammers Ts = 10 μs, and the sampling time square τ
and the repeater time Tr are each 1 μs. There will be
M = 9 independent main false targets, because Tr > 2/
B = 0.2 μs. False target interval Δd = c ⋅ Tr/2 = 150 m,
i.e., ΔD = 1200 m for the total false target distance,
and (R + 1)L = 25 × 75 = 1875 m in the total detector
distance, which belongs to case 3 in Section 3.1.
Assuming that the position error is large enough Δr
= 1200 m > (R + 1)L − ΔD + (M − 1 − (R − K))Δd, the
position error will affect the interference results of
both detectors. At this time, two jammers are used
for power coordination. According to (14), the max-
imum coverage of the false targets generated by the
two jammers ΔDmax = 2ΔD = 2400 m.

From the simulation results shown in Fig. 10a and
Fig. 10b, it can be seen that the effect of one jammer on the
two detectors’ performances is inferior when there is an un-
certain radar uncertain position. However, it has a greater
impact on the OS-CFAR, because the number of false tar-
gets in the reference window is significantly less than R-K.
Two detectors’ performance in the interfering targets

generated by two jammers is shown in Fig. 11.
From the results in Fig. 11, it can be seen that the power

coordination generated by two jammers can significantly
reduce the detection probability of the two detectors. The
number of false targets in the reference window is in-
creased after interrupted-sampling and periodic repeater
power-cooperative jamming is used, and the detection
threshold is raised, which compensates for the influence of
the radar uncertain position on the jamming.

4.3 Analysis of two detectors’ detection for time-
cooperative jamming
In this section, it is assumed that the target’s azimuth angle
in the cover corridor is θa = 90°, the radar half-power beam

(a) (b)
Fig. 9 Effect of smart noise convolution power-cooperative jamming on two detectors’ performances. a Noise duration Tn = 10 μs. b Noise
duration Tn = 20 μs

(a) (b)
Fig. 10 Effect of one jammer on the detector’s performance with/without position error. a Effect of one jammer on CA-CFAR performance.
b Effect of one jammer on OS-CFAR performance
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width is θi0.5 = 2°, the target’s initial coordinates are
(10 km, 17.32 km), the flying speed is (− 200 m/s, 0 m/s),
and the azimuth difference is θi = θi0.5 = 2°. To ensure that
there is only one jammer in the main lobe during radar
scanning, the number of jammers num= 90/2 = 45 and
the jammers are evenly distributed in the cover corridor.
Because the effect of time-cooperative jamming on the
two detectors is similar, taking into account the length of
the paper, the simulation only uses the detection results of
the OS-CFAR detector for illustration.
The jammer and OS-CFAR detector parameters are

the same as in Section 4.2, but the jamming power is dif-
ferent, set at 10 W and 100 W, respectively.
Comparing the simulation results in Fig. 12, it can be

seen that time-cooperative jamming is an effective method
on the OS-CFAR detector. When the azimuth angle is less
than 60°, the detection probability increases because the
target flies towards the enemy radar, and the distance from
the target to radar decreases, while most of the jammers
are located far from the target. When the azimuth angle

reaches 60°, the target is just at the center of the cover cor-
ridor. The gain of the radar antenna obtained by the jam-
mer gradually reaches a maximum, and the detection
probability of the OS-CFAR drops rapidly.
Figure 13 depicts the detection probability changes

with different numbers of jammers: num = 20 and
num = 60. When the number of jammers num = 20 is
less than the design requirement in (17) of Section
3.2, the detection probability of the target will be less
than 0.2 when flying in a short range in the center of
the cover corridor.
Comparing Fig. 12a and Fig. 13b, it can be seen that

an increase in the number of jammers does not signifi-
cantly improve the jamming effect, and its greater role is
to extend the length of the jamming cover corridor,
which is shown in Fig. 14.
Based on the above analysis, in order to increase the

length of the jamming cover corridor, the number of
jammers should be increased. Specifically, if the length
of the cover corridor is fixed, taking the cost into con-
sideration, the number of jammers should be

num ¼ ceil θa=θi0:5ð Þ ð18Þ

5 Conclusions
In this paper, two cooperative jamming methods are pro-
posed for CFAR detectors without certain radar position
information. First, several key parameters of the false
targets are derived based on the principle of CFAR de-
tection. Then, the influence of different jammer interfer-
ence modes on the radar detection probability is
analyzed in detail.
For power-cooperative jamming, noise frequency

modulation and smart noise convolution power-co-
operative jamming can more or less reduce the detection
probabilities of CFAR detectors. Additionally, smart
noise convolution power-cooperative jamming has a

Fig. 11 Effect of two jammers on the detector’s performance with
position error

(a) (b)
Fig. 12 Detection probability changes with different jamming power. a Jamming power Pj = 10 W. b Jamming power Pj = 100 W
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better interference effect than noise frequency modula-
tion power-cooperative jamming for the same noise dur-
ation. Interrupted-sampling and periodic repeater power
-cooperative jamming can achieve a larger pulse com-
pression gain than either of the two jamming methods
mentioned above, but it is sensitive to the radar uncer-
tain position. In summary, for power-cooperative jam-
ming, noise barrage can be used to improve the noise
floor and cooperate with deceptive jamming, i.e.,
interrupted-sampling and periodic repeater jamming, to
accomplish power barrage.
With time-cooperative jamming, the number of jam-

mers and their power can both influence the probabilities
of CFAR detectors. The detection probabilities of the de-
tectors both decrease as the number and power of jam-
mers increase. When the target is just at the center of the
cover corridor (the azimuth angle reaches 60° in the ex-
ample shown in this paper), the detection probability of
the detector drops rapidly. For time-cooperative jamming,
the length of the cover corridor can be increased by in-
creasing the number of jammers. If the length of the cover

corridor is fixed, in the interest of conserving resources,
the number of jammers should be ceil(θa/θi0.5).
Our future work is to use cooperation jamming to de-

ceive a radar’s network. In particular, how to generate
phantom tracks using a group of cooperating ECAVs
should be considered, including the effect of radar pos-
ition inaccuracies on the phantom track and the phan-
tom track’s cooperation and geometric constraints.
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