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Abstract

Once the Internet of Things was proposed, it has received great attention from all
walks of life and has become one of the top ten technologies that change the
world. Therefore, more and more people are engaged in the research of the Internet
of Things, after the unremitting efforts of all seniors. Now the Internet of Things has
been applied to every aspect of our lives. However, in the application process of the
Internet of Things, the protection of personal privacy will undoubtedly be involved. If
this problem is not effectively resolved, it will become a major obstacle to the
development of the Internet of Things. At present, the research of fully
homomorphic technology has attracted great attention from the cryptography
community. You can directly calculate the encrypted text encryption to obtain the
output and decrypt the output. The result is the same as the output of the
unencrypted plain text. This article first comprehensively describes the solution to
the privacy protection problem in the existing Internet of Things, and then proposes
to apply the fully homomorphic technology to the Internet of Things to make the
services provided by the network more secure. Through the analysis of the basic
composition and architecture of the existing Internet of Things system, a privacy
protection interaction model for the Internet of Things is established, which uses a
completely homomorphic technology. On this basis, the algorithm for implementing
simple homomorphic encryption is improved, and general homomorphic encryption
theory is proposed for some security issues. After using this method to encrypt
privacy, the success rate of cracking dropped by 24%.

Keywords: Internet of Things, Security and privacy protection mechanism,
Mechanical structure simulation and optimization, Fully homomorphic technology

1 Introduction
1.1 Background and Significance

Today, “Internet of Things” has become a new generation of popular technology con-

cepts [1]. The International Telecommunication Union published a report entitled

“Internet of Things.” The report describes the beautiful scene of the Internet age: if the

driver makes a mistake while driving, the car alarm system will automatically remind;

the owner will have the file when he leaves. The bag will remind you what to bring;
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the washing machine can read the signs of the clothes and automatically adjust to the

appropriate water temperature requirements [2, 3]. In 1999, China proposed the con-

cept of the Internet of Things, which was then called a sensor network. Its definition is

according to the agreed agreement, use infrared sensors, and radio frequency identifica-

tion (laser scanner, global positioning system, and other information tracking equip-

ment) to connect to the Internet to achieve the purpose of information exchange and

communication and intelligent identification, placement, tracking, and monitoring the

purpose of management and management [4]. The network concept based on the

“Internet concept” expands end users into goals and objects through the “Internet of

Things Thought,” and the goals and objects promote information exchange [5].

The emergence of the Internet of Things not only greatly facilitates our daily lives,

but also has a huge impact on our society. And because of the importance attached to

the Internet of Things all over the world, the development of the Internet of Things is

also advancing rapidly [6, 7]. This paper focuses on the security and privacy protection

mechanism of the Internet of Things in the simulation and optimization of mechanical

structures [8, 9] and discusses the successful implementation of this method.

1.2 Related work

Due to the importance of the Internet of Things in today’s society, more and more re-

search teams have shifted their focus to the Internet of Things and achieved remarkable

results. Khanouche predicted the application of the Internet of Things in actual scenar-

ios through social development [10]. Although it was as expected in most directions, it

did not refer to the development factors of the Internet of Things due to external envir-

onmental factors. In some parts of the prediction, there were errors [11]; Hodges ana-

lyzed the Internet of Things through the past development history [12]. However, the

development speed of the Internet of Things is getting faster and faster, and it is obvi-

ously inappropriate to predict the future development of the Internet of Things

through the previous development speed [13]. These methods are well-founded in

some respects, but from an overall analysis, they appear narrow. Therefore, this article

attempts to use the application of the Internet of Things to optimize the mechanical

structure simulation and optimize the mechanical structure through simulation [14,

15].

1.3 Main content

This paper firstly uses 3D Solidwork modeling software to complete the establishment

of the intelligent operator model, then introduces the built-in mechanical dynamics

model into the ADAMS (Automatic Dynamic Analysis of Mechanical System) software

for simulation, and finally uses the desktop software to complete the system simulation

(structure optimization) [16, 17]. This article has the following innovations: (1) this art-

icle uses mechanical kinematics to study the movement of machinery, through which it

can better analyze the mechanical movement process and optimize the machinery [18],

and (2) this paper optimizes the mechanical motion through the inverse solution of the

Motoman hp6 machine kinematics, which improves the optimization to a degree [2,

19].
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2 Methods
2.1 Research methods of mechanical kinematics

The kinematics of the machine is to solve the stop (position and stop) at any point at

the end of the machine when the parameters of each link of the machine are known.

Active kinematics is very important in course design and machine trajectory control

[20]. Figure 1 shows the solution flow of positive kinematics solution, and the trans-

formation matrix of the final coupled coordinate system of the serial N-degree-of-free-

dom robot relative to the basic coordinate system can be calculated as follows:

0

xA ¼ 0
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The position of nk = [ka, kb, kc] any point that the robot ultimately links to the basic

coordinates can be described as follows:

0k ¼ 0
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The poses of any point on the robot mk = [ka, kb, kc] links the coordinate system, and

in another link, the coordinate system j (j<i) can be described as follows:

yk ¼ yþ1yA
yþ1
yþ2A…

z−1
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Introduce the D–H parameters of the connection coordinate system corresponding

to the Motoman hp6 robot in Fig. 1, define the coordinate DO system as the basic co-

ordinate system, and define the uniform transformation of the final robot reference

point D6 coordinate system relative to the basic coordinate system:
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2.2 Research method of inverse kinematics of Motoman Hp6 machine

The inverse trigonometric function is usually used to solve the angle problem to solve

the inverse problem of robot kinematics. Using the bidirectional modulator function is

a good way to solve this problem [21, 22]. The signs of and b can determine the quad-

rant where the arctangent 2 (a, b) is located, thereby determining the value of z.

Fig. 1 Kinematics positive solution process
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In the process of solving the inverse solution, in order to facilitate the insertion of xS

+ yC = z of the unary equation into the calculation, S and C represent the sine and co-

sine of the angle z, respectively. When after

z ¼ arctan2 z;�
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
x2 þ y2−z2

p� �
− arctan2 y; xð Þ ð5Þ

According to the parameters of the robot connection coordinate system and the D-H

parameters, a general 6R motion robot can be described as follows:
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After deformation, we can get:
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The conversion of the left and right matrices is too complicated to be solved manu-

ally, so the Maple mathematics software with powerful computing capabilities is used

to solve the two sides separately [23].

At the same time, the left matrix of the above type is declared as C(x,y). The matrix

on the right is D(x,y). Solve the turning angle z:

Let C(1,2)=D(1,2), get:

− sinz1ka þ cosz1kb ¼ 0 ð8Þ

If ka = s cos α, kb = s sin α, the substitution can get:

α1 ¼ arctan2 ka; kbð Þ ð9Þ

Solve angle α1andα2

cosα23 cosα1kx þ sinα1ky−z1
� �

− cosα23kx−a1 ¼ cosα3k2
− sinα23 cosα1kx þ sinα1ky−z1

� �
− cosα23kx−a1 ¼ − sinα3k2

�
ð10Þ

After finishing:

sinα23 b5kz þ k4ð Þ þ cosα23 b4kz þ k3ð Þ ¼ b5
2−kz

2−b4
2−k3

2� �
=2 ð11Þ

2.3 Research methods of security and privacy

Lightweight cryptography is usually designed for hardware-oriented applications, so

hardware implementation efficiency is an important part of performance evaluation

[24]. Generally, a variety of different technical indicators (such as power consumption,

maximum frequency, clock period, and circuit area) can be used to measure the effi-

ciency of hardware implementation [25, 26]. Among them, energy consumption in-

cludes static energy consumption and dynamic energy consumption. The static power

consumption is proportional to the circuit area. The larger the area, the higher the en-

ergy consumption; dynamic energy consumption is proportional to frequency and

higher the frequency, the higher the power consumption. In order to meet the limits of

power consumption in resource-limited environments (such as RFID (radio frequency

identification) and wireless sensors), low-frequency clocks of 100 to 500kHz are usually

Guo and Li EURASIP Journal on Advances in Signal Processing         (2021) 2021:52 Page 4 of 14



used [27]. Since the chip area is cost-effective to meet the cost requirements of

resource-constrained areas (such as RFID), the best way is to try to reduce the circuit

area requirements of the algorithm [28]. Therefore, the hardware performance of op-

tical cryptography can be measured by the circuit area, and the circuit area of the algo-

rithm can usually be measured by the number of equivalent gateway circuits [29],

independent of its manufacturing technology. In the evaluation, we can request the

number of GE (General Electric) required making general logic components from the

standard cell library. These numbers are determined by digital circuits and design tech-

niques, usually using standard 0.18-mm ASIC (Application Specific Integrated Circuit)

libraries. In the hardware implementation of the algorithm, in addition to the resources

occupied by various logical operations, the data storage in the intermediate process is

also quite resource-consuming. For example, storing 1 bit requires 6-12GE, so storing

the intermediate value of 128 bits requires at least 768GE.

And we know that the hardware implementation of lightweight cryptographic algo-

rithms usually requires control to be around 2000GE (because the RFID storage cap-

acity is only about 2000GE), so the storage capacity accounts for almost half of the

total number of GE, so the lightweight cryptographic design reduces storage require-

ments. Generally, choosing a shorter packet length and key length and reducing re-

peated structure forwarding can effectively reduce the number of GE [30]. For example,

when designing lightweight block encryption, the use of 64-bit block length can change

from 128-bit block size. The length is reduced by at least 384 GE, and the length of an

80-bit key can save at least 288 GE compared to the length of a 128-bit GE key. In

addition, the S-box is a basic unit that requires a relatively large amount of GE, and as

the S-box increases, the number of GE required geometrically increases. For example,

the commonly used 44×S-box implementation requires 22GE, while the 88×S-box re-

quires at least 200GE. Therefore, in the design of lightweight cryptographic algorithms,

44×S-box is usually used instead of 88×S-box. Although hardware implementation effi-

ciency is the first estimate of lightweight cryptographic algorithms, software application

efficiency is also an aspect of its evaluation. In some environments, algorithm software

applications are also required. When evaluating the effectiveness of software applica-

tions, we usually use C programming to implement and then test the algorithm to

process different lengths of information on different platforms and finally calculate the

time required for its efficiency [31].

2.4 Experiment

2.4.1 Geometric modeling of the manipulator

This article uses ADAMS simulation analysis software for experimental analysis. It is

not only used for complex 3D modeling work, but also takes a long time to complete,

and it cannot effectively ensure the dimensional accuracy and precision of the assembly

position of the 3D model. Therefore, the modeling of the multifunctional side-by-side

garbage truck involved in this article uses Solidworks software, and the embedded ori-

ginal geometric model is converted and imported into the ADAMS/View environment,

constraints and loads are added, and simulation analysis is performed.

My country’s “motor vehicle lane width design standard” clearly stipulates that the

width of each lane in a multi-lane highway (above level three) should be designed
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within the range of 3.5m–3.75m. For the diversion lanes of urban intersections, the

width of each lane is designed to be 2.3 to 2.5m; for general urban roads, the width of

each lane is designed to be 1.5m. The manipulator designed in this model has a limit

length of 3m in the Y-direction rail box-type boom, plus the length of the manipula-

tor’s gripper itself is 0.2m, so the simulation parameters for the Y-direction rail box-

type boom in this paper are designed to be 2.8m, 2.4m, and 1.4m. According to the sur-

vey, there are two height differences between the discharge position of urban garbage

bins in my country and the ground position, which are 0.0 m and 0.1 m, respectively.

In this paper, two forms of step heights of 0.0 m and 0.1 m are selected.

In summary, the daily actual operation of the side-mounted garbage truck multifunc-

tional manipulator mainly includes the typical operating conditions shown in Table 1.

3 Results and discussion
3.1 Geometric modeling of the manipulator

In order to accurately analyze the dynamic characteristics of the operator, after com-

pleting the 3D model of the multifunctional trash can operator, input it into ADAMS,

and use the constraint module in the ADAMS simulation software to complete the ap-

plication of mechanical power constraints to restrict the main operator relative move-

ment. According to the characteristics of the model course in this document, the

model mainly has the following four types of constraints.

1) Constraints of commonly used motion pairs, including rotating pairs, sliding pairs,

gear pairs, and fixed pairs;

2) The restriction of the designated direction, that is, the restriction is the designated

moving direction of each part of the operator during the waste collection process,

such as the extension direction or the contraction of the extension arm.

3) The contact restriction mainly refers to the restriction of the contact process of

the cam mechanism between the cam and the guide rod by the two components.

4) Movement restriction mainly refers to the restriction of elements in the process of

defining the movement trajectory, for example: defining specific elements for

monitoring specific step functions.

5) The numerical parameter values of the specific model are shown in Table 2 and

Fig. 2.

Table 1 Main three operating conditions settings

Working condition Y item rail arm length Quality of trash can Step height

Working condition 1 1400 50

100 0

150 100

Working condition 2 2100 50

100 0

150 100

Working condition 3 2300 50

100 0

150 100
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In the impact model of ADAMS software, four main contact parameters of the model

are defined, namely stiffness coefficient, tensile strength index, static friction coefficient,

and dynamic friction coefficient. Different models and motions of machinery corres-

pond to different parameters related to contact constraints, which must be adjusted ac-

cording to the actual state of the machinery. The parameter values defined in the

model in this article are shown in Table 3-1, and other parameters adopt the default

values recommended by ADAMS software. Among the parameters defined by the

model, the choice of stiffness factor has an important influence on the operation of the

operator system. If the finger cuts into the trash can during the entire operator simula-

tion calculation process, it means that the stiffness coefficient within the contact limit

of the model is too small. If the operator vibrates or bounces violently, it means that

the stiffness factor in the model contact limit is set to “too large.”

3.2 Driving and external load

After completing the definition of the kinematics pair and the contact constraints be-

tween the components in the entire calculation model, in order to simulate and analyze

the kinematics and dynamics of the entire system under the action of related external

forces, this paper uses a side trash can. Specific external force or motion will be applied

to the operating system calculation model. Therefore, ADAMS software provides many

different types of external force and torque functions to meet the needs of complex

mechanical system dynamic simulation. It can be seen from the multifunctional struc-

ture of the side trash can, and the movement track of the operator handle that the

Table 2 Parameter values set by the model

Contact Stiffness
coefficient

Elasticity
index

Coefficient of static
friction

Dynamic friction
coefficient

CONTACT_5 1.00E+10 2.2 0.5 0.3

CONTACT_9 1.00E+10 2.2 0.5 0.3

CONTACT_
13

1.00E+07 1.5 0.6 0.5

CONTACT_
15

1.00E+08 2.2 0.3 0.1

Fig. 2 Parameter values set by the model
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operator handle must complete four actions: quasi-trash can, approaching the trash

can, tightening the trash can, and lifting the trash can. These four operations must be

performed by the force generated by the expansion and contraction of the X-direction

hydraulic cylinder, the Y-direction hydraulic cylinder, the Z-direction hydraulic cylin-

der, and the symmeStrical hydraulic clamping cylinder. Perform operations, step mode,

if mode and many other internal drives functions, because the movement rules of the

multifunctional operator of the side truck are complicated, and the movement space of

the operator’s handle completely depends on the movement path of each hydraulic cy-

linder during the entire process of waste collection. Combining the operator’s law of

motion and improving the reliability of dynamic analysis, the operator’s motion design

has the functions of X-direction hydraulic cylinders, Y-direction hydraulic cylinders, Z-

direction hydraulic cylinders, and symmetric b-cylinders with ST-b all-wheel drive.

The external load of the side-mounted garbage truck multifunctional manipu-

lator model is mainly the weight of the garbage can, so the corresponding

changes are made according to the different masses of the garbage can during

the simulation calculation. In this paper, the quality of the trash can is edited by

modifying the material properties of the trash can part, and the quality setting is

completed.

Because the relative position of the garbage can and the garbage truck is ran-

dom, this requires the garbage truck to move in the X, Y, and Z directions dur-

ing daily operations. The X direction is the running direction of the vehicle,

which is mainly determined by the gripping width of the manipulator. The Y dir-

ection is the lateral direction, and the movement of Y mainly controls the lateral

distance between the garbage can and the garbage truck, which is completed by

the telescopic boom. The Z direction is the height direction, and the collection

operation of the trash can is realized by rotating the lifting height of the Z-

direction guide rail. In order to meet the needs of the real working environment,

the side-mounted garbage truck multifunctional manipulator involved in this art-

icle should meet the simulation of a variety of typical working conditions in the

garbage collection process, through the quality of the garbage can, the length of

the Y-directional rail box-type boom, and the road shoulder The simulation of

the manipulator is realized only at the height of the steps. As shown in Table 3

and Fig. 3.

According to the survey of the status quo of domestic garbage bins for urban resi-

dents in my country (Table 3), the shape of the garbage bins is mainly rectangular, cir-

cular, and other shapes. The volume of trash cans is generally concentrated in 50L,

100L, 120L, and 240L. Because rectangular trash cans are widely used, this article

mainly analyzes four rectangular trash cans with different volumes. The specific models

and specifications are shown in Table 4 and Fig. 4.

Table 3 Usage of trash bins with different shapes

Shape Market share (%) Volume

Round 22.4 50, 100, 120

Rectangle 65.1 50, 100, 120, 240

Other shapes 11.5 0, 80, 100, 200
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3.3 Simulation analysis of typical working conditions

In order to correctly simulate the effects of typical working conditions, this article must

accurately describe the laws of motion of the mechanism and drive components. Table

5 shows the working conditions of the hydraulic cylinder in a specific operating proced-

ure. The entire movement process requires the waste bins to be aligned, the waste con-

tainers to be tightened, and the waste containers to be lifted. In order to improve work

efficiency, the operator needs two or three hydraulic cylinders to operate simultan-

eously during the entire waste collection process, and the overall effect of the compos-

ite material takes 8-11s.

This article uses typical operating condition 1 as an example for simulation analysis.

In typical operating condition 1, the Y-directional rail arm of the side-mounted garbage

truck multifunctional manipulator is 1.4 m long, that is, the third arm of the manipula-

tor is fully extended, the height difference between the trash can and the ground is 0.1

m, and the mass of the trash can is set as 50, 100, and 150kg. The STEP functions

driven by the four hydraulic cylinders in the software are specifically set. It is shown in

Table 6.

For three different quality trash cans, the manipulator completes the grabbing of the

trash can before 3.5s. Among them, the support reaction curve at the X and Y guide

rail interface basically keeps coincident. During the period of 3.5s to 5.5s, the bearing

reaction force curve increased to a certain extent and showed the largest bearing reac-

tion force. This shows that at a certain time from 3.5s to 5.5s, the Y-direction rail box

robot arm has reached 1400mm in length and started to move in the Z direction, and

the trash can is just off the ground; after 5.5s, with the Z direction when moving, the

Fig. 3 Usage of trash cans with different shapes

Table 4 Specific models and specifications of trash bins with different volumes

Model Volume Specification Total mass

ST-50 50 470 × 430 × 595 32

ST-100 100 550 × 480 × 810 64

ST-120 120 540 × 480 × 950 76.8

ST-240 240 740 × 600 × 1000 153.6
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Y-direction guide rail begins to shrink, and the reaction force curve of the support de-

creases to a certain extent, and the change rule of the curve conforms to the actual

situation. The maximum bearing reaction force at the X, Y guide rail interface is shown

Table 7 and Figs. 5 and 6.

3.4 Optimization analysis of manipulator

In the working process of the side-mounted garbage truck manipulator, the trash can

gripper at the front end and the joint arm of the axial manipulator are the main struc-

tures for carrying capacity. After repeated extension, pitch, and overload conditions, it

is easy to make the front end of the manipulator the structure and arm have fatigue de-

formation and stress overload, and even break. Therefore, the rigidity and strength of

the gripper at the front end of the garbage truck manipulator and the extended arm

structure determine the reliability, service life, and performance of the garbage truck.

Therefore, in the early stage of structural design, it is necessary to perform simulation

analysis on the mechanical arm of the side-mounted garbage truck, mainly for the

front-end gripper of the manipulator and the relevant force analysis and verification of

each arm. Combined with the static analysis results of the finite element analysis, the

overall structure is optimized and the structure is rationally designed to ensure the sta-

bility and reliability of the manipulator in the actual use.

Fig. 4 Specific models and specifications of trash bins with different volumes

Table 5 Working hours of hydraulic cylinders in garbage collection process

Robot
operation
process

X direction
hydraulic cylinder

Y direction
hydraulic cylinder

Z direction
hydraulic cylinder

Clamping hydraulic
cylinder to work

Trash can
alignment

1.5–2.5s

Trash can
approaching

1.5–2.1s

Trash can
clamping

1.5–2.5s

Trash can rise 2.2s

Robot recycling 1.9s
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In this regard, this article uses the workbench finite element simulation software to

analyze the side-mounted mechanical arm, study the stress changes of the front-end

gripper and arm of the manipulator under various working conditions, and detect the

effectiveness of its structural design. The following structural optimization of the car

manipulator provides a certain basis.

The form of the load is mainly concentrated force at the gripper and distributed load

at the joint arm. The applied form is determined according to the actual working con-

ditions of the manipulator. In the load application process, in order to avoid the con-

centration of stress caused by a single load concentrated on a certain node, it is

necessary to calculate the equivalent load applied to the contact surface of the manipu-

lator. The specific operation method is as follows: (1) In the load application of each

arm, its own weight is applied in the form of acceleration of gravity, and each arm uses

the same application method. (2) The application of the gravity load of the trash can is

calculated according to the horizontal and longitudinal distance from the position of

the center of gravity of the trash can to the grip of the manipulator. In addition, the

gripping force of the grip is applied to each grip in a uniformly distributed load (hand).

(3) At each restraint, the restraining force at the junction and support is applied to the

corresponding position. In the load application, the load applied by the garbage truck

manipulator is shown in Table 8.

4 Discussion
In the actual work process of the garbage truck manipulator, various components need

to be integrated into a whole structure through certain connections, such as welding,

junction, and riveting. But this article still has some shortcomings. For example, this

article is only to simulate and optimize the manipulator through simulation, so it may

not be consistent with the actual situation because the actual movement is affected by

external factors. It may cause the standard data to not adapt to the real work environ-

ment very well. These connections can be effectively integrated with the help of work-

bench software. The actual operation of the garbage truck has carried out the

preliminary integration of the various connections of the manipulator. In the normal

operation of the mechanical arm, the force transmission between each arm mainly bor-

rows the slider body between the two, and the contact place is affected by friction.

Table 6 Specific settings of STEP function driven by each hydraulic cylinder

Hydraulic cylinder direction STEP function settings

X direction hydraulic cylinder STEP (time , 0, 0, 1.5, −0.6) + STEP (time, 5.5, 0, 7.5, 0.6)

Y direction hydraulic cylinder STEP (time,0, 0, 1.5, −1.4) + STEP (time 5.5, 0, 7.5, 1.4)

Z direction hydraulic cylinder STEP (time,3.6 ,0, 5.5, −0.2)

Step up hydraulic cylinder STEP (time, 1.5, 0, 3.5, −0.139)

Table 7 Comparison of front and rear reaction forces at the gripper interface of the manipulator

Bearing reaction force (N) Trash can 50kg Trash can 100kg Trash can 150kg

Near the end hand interface 4421.2 5932.3 7463.2

Keep away from the end of the hand interface −1812.2 −2910.9 −4031.8
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However, in the finite element force analysis, due to the coefficient of friction between

each arm, it is relatively small and belongs to a small deflection range. Therefore, a

combination of degrees of freedom technology can be used to simulate the slider con-

nection between each mobile phone. In addition, the load borne by the multifunctional

manipulator in actual work mainly includes the clamping force of the trash can gripper

at the front end of the manipulator, the gravity of the trash can itself, and the weight of

each joint arm.

5 Conclusions
Based on the actual application of the garbage truck, this paper studies the intelligent

kinematic analysis of the multi-functional manipulator in actual operation and the fi-

nite element analysis of the force of the manipulator. On the basis of studying the

structure of various garbage trucks at home and abroad through the Internet of Things,

Fig. 5 Comparison of front and rear reaction forces at the gripper interface of the manipulator

Fig. 6 Comparison of front and rear reaction forces at the gripper interface of the manipulator
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the existing garbage truck manipulators in my country are summarized and compared,

and the characteristics of the movement of the garbage truck manipulators are ana-

lyzed. Based on the current development status and future development trends of gar-

bage truck manipulators in my country, several aspects such as improving the strength

of manipulators, lightweight, and reliable performance have been studied. Expectations

for the future: In future work, we will improve the motion of the manipulator based on

the actual application.
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